Anti-Money Laundering Policy and
Terrorism Financing
And
Know Your Customer (KYC)
2019

1|Page

Contents
Anti-Money Laundering Policy and Terrorism Financing .............................................................................. 4
introduction ............................................................................................... Error! Bookmark not defined.
First: Definitions ............................................................................................................................................ 6
Second: The organizational structure of the Unit......................................................................................... 9
Third: The Powers of the Anti-Money Laundering and Terrorism Financing Unit...................................... 10
Fourth: The tasks of the Anti-Money Laundering and Terrorism Financing Unit ....................................... 10
Fifth: The roles and responsibilities and relation with other departments ................................................ 11
Sixth: The concept of money laundering and terrorism financing ............................................................. 13
Seventh: The most important forms of money laundering and terrorism financing ................................. 14
Eighth: Laws and recommendations that are key reference to combating money laundering and
terrorism financing at the Arab Islamic Bank ............................................................................................. 17
Ninth: The stages of the money laundering and terrorism financing crime............................................... 19
Tenth: The most important indicators/ methods of the process of money laundering and terrorism
financing...................................................................................................................................................... 20
Eleventh: The mechanisms and procedures the bank uses to monitor and discover money laundering
and terrorism financing operations ............................................................................................................ 23
Twelfth: Update policy ................................................................................................................................ 25
Know Your Customer Policy ........................................................................................................................ 27
First: The objectives of KYC policy of at the Arab Islamic Bank .................................................................. 27
Second: Potential risks the Arab Islamic Bank may face if KYC is not implemented .................................. 28
Third: Areas of implementing KYC policy .................................................................................................... 29
Fourth: Definition of customer by KYC policy objectives............................................................................ 29
Fifth: Key elements of KYC system and policy ............................................................................................ 29
Seventh: Classification of customers according to risk degree .................................................................. 36
Eighth: The mechanism and procedures for updating documents and data of the customers of the Arab
Islamic Bank in these cases:
Ninth: High risk transactions/ dealings
The following shall be conducted upon making cash deposits by bank customers and noncustomers:
Tenth: Record keeping ................................................................................................................................ 43
Eleventh: Staff training ............................................................................................................................... 44
Twelfth: Informing of suspicious accounts or dealings............................................................................... 46
2|Page

Issuance document

Adoption of the document
Preparation

Approval

Name: Department of Organization and Labor
Procedures
Date:

Name: Committee of Labor Procedures
Date:

Version settings
Amendments reason

date

For the first time
Minutes of the meeting of the Committee of Labor Procedures
No. 45 dated 1-8 / 07/2019

3|Page

رقم االصدار
1

2019-07-01

Anti-Money Laundering Policy and Terrorism Financing
Introduction

The term money laundering and terrorism financing has recently been used in all
international, regional, and local arenas that are concerned with economic,
security, and social crimes as if such crimes are largely related to illegitimate
activities that are usually not subjected to anti financial and administrative
corruption law. The purpose of this is to attempt to legitimately and recognizably
subject the activities to the laws that criminalized them within the regional borders
where such laws are effective.
The crime of money laundering and terrorism financing is one of the most
dangerous economic crimes of our modern era. This phenomenon started to
gradually grow as the gangs of organized crime (mafia) grew. Such gangs take up
illegitimate drug trafficking, arm trafficking, theft, and extortion as trades. The
tightening measures taken by the American federal agencies against such gangsters
and their trades forced them to give the money they make from illegitimate
operations look legitimate so that they could continue their activities and ensure
the cash they need to finance their criminal actions.
Banks are the main places where illegitimate money circulates for they have
diverging speedy and intertwined operations that money laundering requires.
In the light of these challenges and the understanding of the international
community of the threats of the harmful implications of money laundering and
terrorism financing to national and worldwide economy, international and regional
efforts have been forthcoming to put an end to such phenomenon and bring those
in charge of it to justice. These efforts have materialized into international
agreements that aim to confront the money laundering phenomenon through
imposing restrictions on all countries to monitor banks and update national laws
and regulations to enable them to combat money laundering operations and
terrorism financing at national level; also, to cooperate with other countries
through bilateral, regional, and international channels. These efforts include FATF
recommendations, United Nations conventions such as the Palermo Convention
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2000 and the Arab Convention for Combating Money Laundering and Terrorism
Financing, which came into effect on October 5, 2013.
Palestine is a country under occupation which suffers a number of social,
economic, and political restrictions and difficulties, as well as multiple laws and
regulations with enforcement gaps and diverse legislations that are effective in the
West Bank and Gaza Strip. Palestine also officially uses several currencies. This
environment may constitute fertile grounds for growing money laundering and
terrorism financing which subjects the Palestinian banking system, which is the
nerve system of the economy, to several risks including collapse, embargo, and
isolation by the international community in the event of not adhering to
international laws and legislations or not taking the necessary precautions to
prevent money laundering and terrorism financing including, most prominently,
the principle of Know Your Customer (KYC) and designing a strict system of
internal control that helps expose illicit banking operations.
The most common crimes or practices in Palestine include money resulting from
corruption, drug and illegal narcotics trafficking, smuggled and stolen goods,
unsafe food and medicines. According to the Palestinian Customs Police statistics,
these operations are large and produce large amounts of money.
To enhance financial stability in Palestine and protect the safety of the Palestinian
banking system from potential embargo and isolation by the international
community for failing to be up-to-date with international developments, the
Palestinian National Authority issued Anti-Money Laundering Decree Law No. (9)
of 2007, which was amended through issuing Anti-Money Laundering Law No.
(20) of 2015 –issued on December 30, 2015. The latter was amended again on June
20, 2016.
In line with the Arab Islamic Bank policy of combating such crimes and in
compliance with the instructions of the Palestine Monetary Authority, the Arab
Islamic Bank created an Anti-Money Laundering and Terrorism Financing Unit.
The Unit monitors compliance with the provisions of the law, the rules and
regulations, standards, and decisions related to anti-money laundering and
terrorism financing. The Unit communicates with the Financial Monitoring Unit
with respect to follow the necessary procedures.
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First: Definitions
For purposes of this policy, the following terms and expressions shall have the
meanings indicated:
Bank: The Arab Islamic Bank and all of its branches and offices inside and/or
outside Palestine
General Manager: The General Manager of the Arab Islamic Bank
Control Authorities: The Palestine Monetary Authority, Palestine Capital Market
Authority, and Controller of Companies
Financial Monitoring Unit: An independent unit for anti-money laundering and
terrorism financing crime. The establishment of the Unit is based on the provisions
of the Anti-Money Laundering and Terrorism Financing Law. It is a national
information center.
Decree-law: Anti-Money laundering and Terrorism Financing Law No. (20) of
2015 issued by the President of the Palestinian National Authority (AML)
Anti Money Laundering Terrorism Financing (AML): principle
Know Your Customer (KYC) principle
Know Your Customer Business (KYB) principle
Customer Due Diligence (CDD): The best practices of dealing with customers
Enhance Due Diligence (EDD)
FATF: The Financial Action Task Force (FATF), which was established in 1989
and is an international body that sets up policies and standards for anti-money
laundering and terrorism financing worldwide.
Palermo Convention of 2000: A United Nations’ convention regarding antimoney laundering
OFAC List: A government list issued in the United States of America that
contains individuals who are internationally known for terrorism and narcotics
trafficking which are prohibited to be dealt with.
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UN List: A list issued by the United Nations. It lists individuals known
internationally for terrorism and it is prohibited to deal with such individuals.
Arab Convention for Anti-Money Laundering and Terrorism Financing,
which came into effect on October 5, 2013
National Committee for Anti-Money Money Laundering and Terrorism
Financing: This Committee was established following Decree Law No. (20) of
2015 and is called the national committee for Anti-Money laundering and terrorism
financing crime by a decision of the state’s president .
Original offenses: The crimes stipulated by Article 3 of the law with the purpose
of the anti-money laundering policy and terrorism financing.
Politically exposed person to risks: An individual and his/her family members
and relatives and partner who occupies or occupied public political posts or senior
posts in or outside Palestine. This includes leaders of political parties, judges,
members of the Palestinian Legislative Council, members of public prosecution,
officers of state-owned corporations, heads of agencies, heads of charitable
organizations, heads of non-governmental agencies, heads of the authorities of the
State of Palestine or any other state, and heads of non-governmental organizations.
Real beneficiary: A natural person who owns or controls definitively the agent or
account of a person who acted on the natural person’s behalf in executing a
transaction; or a person who exercises effective and definitive control of a legal
person or its management.
Business relations: The relation that is established between a customer and a bank
with respect to the banking activities and services delivered by the bank to its
customers.
Due diligence: To know the customer’s identity, legal situation, activity, money
sources, the purpose and nature of the business relation, the real beneficiary, if any,
and verify all of that. Continuous monitoring of operations conducted within a
continuous business relation using any of the means defined by the relevant
legislations, and identifies the future relation between the bank and the customer
and the purpose of such relation.
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Enhance Due Diligence: This is an additional verifying and precautionary
procedure to know the customer’s identity and ensure the legitimacy of his/her
activities and money and to obtain the supporting documents for such verification.
Temporary customer: A customer who does not have continuous business
relation with the bank.
Acts of terrorism: The acts of terrorism described in the penal code and effective
legislations
Terrorist: An individual who perpetrates any of the following acts:
1. Commit or attempt to commit or be an accomplice in any act of terrorism in
one way or another directly or indirectly. Also, to organize acts of terrorism
or instruct others to commit such acts.
2. Contribute to acts of terrorism with a group of individuals who operate for a
common purpose anywhere.
3. Intentional contribution and for the intention of promoting acts of terrorism
or being aware of the intention of a group to commit any act of terrorism.
Terrorist organization: A group of terrorists who perpetrates any of the following
acts:
1. Commit or attempt to commit on purpose any act of terrorism in one way or
another directly or indirectly. Also, to be an accomplice to committing acts
or terrorism or to organize acts of terrorism or instruct others to commit such
acts.
2. Contribute to acts of terrorism with a group of individuals who operate for a
common purpose where such contribution is intentional and for the purpose
of promoting acts of terrorism or being aware of the intention of a group to
commit an act of terrorism.

Foreign terrorist fighters: Foreign individuals who travel to a country other than
their country of residence or nationality for the purpose of committing or arranging
or preparing or participating in acts of terrorism or deliver or attain terrorist
training.
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Importer: A natural or legal person who is registered or licensed by relevant
official bodies to import used cars from outside the State of Palestine.
Electronic transfer: Any operation of transfer that employs electronic means on
behalf of the person requesting such transfer upon which money is sent to another
bank where the person the money is transferred to may receive it regardless of the
person requesting such transfer is the person the money is transferred to.
Second: The organizational structure of the Unit
Based on Article (11) of the provisions of the Decree Law No. (20) of 2015 and
Instructions No. (3/2016) issued by the National Committee for Anti-Money
laundering and Terrorism financing, the post of Communication Officer was
designated. Such Officer monitors compliance with the provisions of the AntiMoney Laundering and Terrorism Financing Decree-Law. The post has been
designated to the communication officer of anti-money laundering and terrorism
financing. The Officer shall head the Unite for Combating Money Laundering and
Terrorism Financing. The Unit shall report, through the communication officer of
anti-money laundering and terrorism financing, to the Review and Audit
Committee, which is an offshoot of the Board of Directors. It shall report to the
Committee periodically.

Board of
Directors
Review and
Internal Audit
Committee
Director General
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Anti-Money
Laundering and
Terrorism Financing
Unit

Third: The Powers of the Anti-Money Laundering and Terrorism
Financing Unit
1. The Unit is independent of any executive activity of the bank and it is not
involved in any responsibilities that may lead to conflict of interest.
2. Facilitated communication with bank staff and facilitated access to
documents and records to be able to conduct responsibilities in a serious and
impartial way and in a manner that ensures centralized collection of data.
3. The full freedom that enables the communication officer of combating
money laundering and terrorism financing to conduct responsibilities,
following personal initiatives, at all departments and sections of banks.
4. Freedom of writing reports on all violations of laws, regulations, and
instructions, within the institution, to the Review and Audit Committee
without fearing retaliation or harm from management or any employee
affected by the procedures. Also to report suspicious actions to the Financial
Monitoring Unit.
5. Sufficient resources to enable the Unit to conduct responsibilities
independently, efficiently, and effectively.
6. A special system for awards and incentives approved by the authorized
member of the Board of Directors.
7. Independent work from monitoring compliance, internal audit, and risk
management. However, the work of the Unit is subject to the auditing of the
Internal Audit. This shall not conflict with the protection of confidentiality
of information in cases of suspicion.
Fourth: the tasks of the Anti-Money Laundering and Terrorism Financing
Unit
1. Communicating with the Financial Monitoring Unit concerning reporting
suspicion of money laundering and terrorism financing crimes. Monitor
responses to Unit’s requests in this regard. Conduct any consultations within
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the framework of combating money laundering and terrorism financing
crimes.
2. Receiving notifications from bank staff that are suspicious of possible
money laundering and terrorism financing operations or any of the predicate
offenses.
3. Preparing policies and procedures for combating money laundering and
terrorism financing. Review such policies and procedures on regular basis
and coordinate with relevant parties.
4. Monitoring and coordinating the training programs of combating money
laundering and terrorism financing for bank staff.
5. Ensuring Bank’s compliance with the Anti-Money Laundering and
Terrorism Financing Decree Law and its instructions and report regularly to
the Review and Audit Committee of the Board of Directors.
6. Monitoring cash operations, transfers, credit and investment dealings using
an automatic system.
7. Monitoring the lists containing names of suspects and changes to such list in
accordance with relevant international standards.
8. Classifying Bank’s customers in accordance with degree of risk (high,
medium, low) and continue to monitor customers of high and medium risk.
9. Preparing regular (statistical) reports for the Review and Audit Committee
on all irregular and suspicious operations.
10.Maintaining records and studies and information about data related to all
suspicious and irregular operations.
11.Ensuring that all Banks’ staff complies with the KYC principle at all levels
and requirements.
12.Defining mechanisms for establishing business relations and customers’
acceptance or rejection mechanisms.
Fifth: The roles and responsibilities and relation with other departments
1. The responsibilities of entire Bank’s staff
a. Comply with the laws, regulations, instructions, code of conduct, and
sound professional standards and practices concerning combating money
laundering and terrorism financing.
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b. Comply with fulfilling supporting documents of financial transactions of
customers’ accounts in accordance with special instructions issued on the
basis of this policy by the relevant parties, as appropriate.
c. Promptly report any activity or operation of suspicion of predicate
offense or money laundering and terrorism financing crimes.
d. Not to disclose to customers or any third party of reported, or will be
reported information to the Financial Monitoring Unit or reporting
suspicion of a crime of money laundering and terrorism financing or any
of the predicate offenses.
e. Answer correspondence from the Anti-Money Laundering and Terrorism
Financing Unit.
f. Attend training and workshops on combating money laundering and
terrorism financing and KYC requirements.
2. Training Department:
a. Coordinate with the Anti-Money Laundering and Terrorism Financing
Unit on a training plan for the staff of the Unit.
b. Coordinate with the Anti-Money Laundering and Terrorism Financing
Unit on training plans for the Bank’s staff of combating money
laundering and terrorism financing.
3. Information Technology Departments:
a. Provide software to support the function of the Anti-Money Laundering
and Terrorism Financing Unit upon request.
b. Provide any required reports requested by the Anti-Money Laundering
and Terrorism Financing Unit.
c. Cooperate with the Anti-Money Laundering and Terrorism Financing
Unit to implement the customers’ classification standards in accordance
with risk degree to the banking system.
d. Modify the programs and/or reports to suit the requirements of the AntiMoney Laundering and Terrorism Financing Unit.
e. Update the OFAC and UN lists and any other lists adopted by the Bank
to the banking system on regular basis and once such lists are updated at
source.
f. Cooperate with the Anti-Money Laundering and Terrorism Financing
Unit on training on any new programs and respond to the Unit’s relevant
technical inquiries.
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4. Risk Management Department
Cooperate with the Anti-Money Laundering and Terrorism Financing Unit
in adopting an approach based on risk to define and understand and analyze
the risks of money laundering and terrorism financing.
5. Internal Audit Department
The functions of the Anti-Money Laundering and Terrorism Financing Unit
are subject to the auditing of the Internal Audit Department; however, this
shall not conflict with the confidentiality of the information related to
suspicious cases.
Sixth: The concept of money laundering and terrorism financing
A number of definitions for money laundering and terrorism financing appeared in
the international laws record in the past two decades. Paragraph 1 of Article 23 of
the United Nations Convention against Corruption, Vienna 2003, defines the
money laundering and terrorism funding operations as:
(a) The conversion or transfer of property, knowing that such property is the
proceeds of crime, for the purpose of concealing or disguising the illicit origin
of the property or of helping any person who is involved in the commission of
the predicate offence to evade the legal consequences of his or her action;
(b) The concealment or disguise of the true nature, source, location, disposition,
movement or ownership of or rights with respect to property, knowing that
such property is the proceeds of crime;
(c) The acquisition, possession or use of property, knowing, at the time of receipt,
that such property is the proceeds of crime;
(d) Participation in, association with or conspiracy to commit, attempts to commit
and aiding, abetting, facilitating and counseling the commission of any of the
offences established in accordance with this article.
The crime of money laundering and terrorism financing is also defined as
concealment and hiding of the real source of the money that is deposited in the
banking system. Such money would be the outcome of illegitimate operations. The
purpose is to give the money legitimacy. Also, to give false information about such
source using any means. The definition also includes transfer or conversion of
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money for the purpose of concealment or disguising it source. This also covers
illegitimate money, the possession of such money, the use or investment by any
means to purchase property, movable and immovable assets or to conduct various
transactions.
The Arab Convention for Combating Money Laundering and Terrorism Financing
defines money laundering and terrorism financing as the commitment or
commencement of any act for the purpose of concealing or disguising the actual
source of money earned in a manner that violates the laws and bylaws of each
signatory state; and to make such money look legitimate.
At local level, the Palestinian Anti-Money Laundering Law was issued to
safeguard the banking system from an embargo or isolation or spread of such
negative phenomenon. The Palestinian legislature defines the crime of money
laundering and terrorism financing in Article 2 as “Any conduct intended to
conceal or alter the identity of funds acquired through a predicate offense by
disguising the actual source of funds to make the funds appear to derive from a
legal source.”
However, the crime of money laundering and terrorism financing is meant to give
legitimacy to money acquired from illegitimate source through lodging and
recycling such money in the financial circle through banking and financial
channels.
Seventh: The most important forms of money laundering and terrorism
financing
The Anti-Money Laundering and Terrorism Financing Decree Law No. 20 of 2015
defines the following as predicate offenses. It stipulates that “Any property
attained from the following crimes shall be considered illegal property and the
object of the crime of Money Laundering:
1.
2.
3.
4.
5.

Participating in a criminal group or an organized fraud group.
Human trafficking and alien smuggling.
Sexual exploitation of children and women.
Illegal trafficking in narcotics and psychoactive substances.
Illegal trafficking in arms and ammunition.
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6. Illegal trafficking in stolen and other goods.
7. Bribery and embezzlement.
8. Fraud.
9. Counterfeiting currency
10.Counterfeiting and piracy of products.
11.Crimes in violation of the Environment Law.
12.Killing or serious harm.
13.Abduction, holding captive, or taking hostages.
14.Burglary and theft.
15.Smuggling.
16.Extortion, threat, or intimidation.
17.Forgery.
18.All types of piracy
19.Offences provided for in articles (87, 88, 89, and 99) of the Securities Law
in force, including
•
Article 87: 1. It shall be prohibited for any person who has a direct or an
indirect relation regarding any deal, including the purchase, sale, or
dealing in securities, or providing any investment advice, or any
authorization or approval, or proxy or any other information solicited
from the security holder or published in connection with a meeting or
other action taken by security holder or any tender offer for securities or
any solicitation of holders of securities in favor of or in opposition to any
tender offer: to do the following: a. Employ any device, scheme or
artifice to defraud another person. b. Engage in any act, practice or course
of business that operates as a fraud or deception or is likely to operate as
a fraud or deception on that other person. 2. Use fraud and deception to
affect or influence the investor's decision making process including: a.
Information which was false, misleading, or deceptive b. Concealing and
withholding any material information c. Provide recklessly or dishonestly
false or misleading information or forecast the same with the intent to
deceive.
•
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Article (88) 1. It is prohibited for any person to create or cause to be
created or commit any act that will result in the following: a. False or
misleading appearance of volume of trading in any security. b. False or

•
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misleading appearance of the market for, or the price of any security. 2. It
is prohibited for any individual to create whether directly or indirectly a
false or misleading the appearance of the volume of the deals, or the price
of any security by: a. trading in securities which do not include an actual
change in the actual ownership or the final beneficiary. b. Placing a sell
or buy order knowing a similar order will be made by another person
known to them or involved with them in the sale or purchase of the same
security at the same time and price. c. Entering into other false deals with
the intention of influencing and causing the prices of these securities to
become volatile, or inflating the price or affecting the price to cause price
volatility. 3. It shall be prohibited for any person to directly or indirectly
conduct any securities deal for an issuer who attempts to: a. Raise its
price to affect the purchase of that same security or another security of
the same issuer; or b. decrease the price for the purpose of affecting
others to sell the same security or another security of the same issuer; or
c. create a dealing process, real or fictitious for affecting other to
purchase or sell the security or another security. 4. The Palestine Capital
Market Authority may specify by instructions other violations which may
be deemed manipulation or fictitious transaction that are not mentioned
in this Chapter.
Article (89) 1. It shall be prohibited for any insider, who possesses
insider information, to purchase or sell directly or indirectly, for his
account or for another, securities specific to any issuer relevant to that
information. The insider is not considered in violation in the following
cases: a. If the insider demonstrates that the information is not insider
information. b. If the insider believes that the other party to the
transaction is aware of the inside information. 2. From the moment, a
matter which is required to be disclosed by an issuer under this Law, until
such time as disclosure is made in accordance with regulations, any of
the following persons who are aware of the matter shall be prohibited
from dealing, directly or indirectly, in the securities of the issuer and its
affiliates: a. The issuer b. Any affiliate of the issuer and c. Any
controlling shareholder, member of the board of director, manager,
officer, insider, insider's agent or insider dealing with the issuer or with

any affiliate of the issuer. 3. The Palestine Capital Market Authority may
specify by instructions controlling shareholders and affiliates.
•
Article (99): No person shall (a) by making or publishing any statement,
promise or forecast that such person knows to be false, misleading, or
deceptive or may affect the price of listed securities or the reputation of
the Issuer. 2. No person dealing in securities may, alone or as an
accomplice; deal in order to a. Deceive the public of real dealing in
securities or urge them to deal with such securities, b. Conduct fake and
unreal deals to deceive the public of fabricated activity at the Securities
Exchange c. Affect negatively the dealing at the Securities Exchange. d.
Conduct illegitimate speculations of securities in order to influence prices
of securities to make fast profit e. Give multiple selling orders to more
than one mediatory for one type of stocks in one dealing period f. Provide
false information for the purpose of obtaining authorization to trade g.
Increase of decrease prices through fictitious means, false or misleading
information.
20.Corruption offences
21.Tax crimes
22.Illegal sale or conversion of land by the applicable regulations in Palestine,
including mediation or any act aims to illegally alienate land or part of the
land to be annexed to a foreign country.
23.Breach of trust
24.Offences provided for in Antiquities Law operating in Palestine
25.Financing of terrorism and terrorist acts
26.All forms of cyber crimes
Eighth: Laws and recommendations that are key reference to combating
money laundering and terrorism financing at the Arab Islamic Bank
The Arab Islamic Bank complies with the Anti-Money Laundering and Terrorism
Financing Decree Law and the instructions of the Palestine Monetary Authority,
the National Committee for Combating Money Laundering and Terrorism
Financing, and the Financial Monitoring Unit. The Bank also adheres to the
regional and international frames and recommendations in this regard.
•
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Palestinian legislations

•
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1. The instructions concerning combating money laundering and
terrorism financing for banks number 3/2016 issued by the National
Committee for Combating Money Laundering and Terrorism
Financing.
2. Anti-Money Laundry and Terrorism Financing Decree Law No. 20 of
2015
3. Presidential Decree No. 14 of 2015 concerning implementation of the
Security Council’s resolutions
4. Instructions of the Palestine Monetary Authority No. (3/2015)
concerning an appointment of combating money laundering
communication officer.
5. The instructions of the National Committee for Combating Money
Laundering and Terrorism Financing No. (1/2014) concerning
politically exposed persons.
6. Instructions of the Palestine Monetary Authority No. (6/2012)
concerning managing the accounts of the bureau de change and the
instructions of the Palestine Monetary Authority directed to bureaus
de change No. (3/2011) concerning allowed and prohibited functions.
7. Instructions No. (8/2009) concerning opening and closing accounts,
frozen accounts, secret accounts, transfers, and deposit boxes.
8. The decisions of the Council of Ministers concerning non-profit
companies.
Regional and international recommendations, including but not limited
to:
1. FATF recommendations concerning combating money laundering and
terrorism the financing of terrorism and proliferation.
2. Basel committee’s financial standards to control the phenomenon of
money laundering and terrorism financing
3. Convention against Illicit Traffic in Narcotic Drugs and Psychotropic
Substances, Vienna
4. Decision of the Financial Follow-up Unit No. 3/2017 regarding
dealing with unlicensed banks directly or indirectly.
5. PMA Circular No. 78/2017 dated 12/4/2017 on the Manual of Anti
Money Laundering and Terrorist Financing.

6. PMA Circular No. 243/2017 on Dealing with Foreign Exchange
Companies.
7. Monetary Authority Circular No. 269/2017 dated 28/12/2017,
according to the instructions of the National Committee for
Combating Money Laundering and Terrorist Financing No. 2 of 2017
regarding dealing with money changers and licensed exchange
companies in Israel.
8. Monetary Authority Circular No. 74/2019 on 26/3/2019.
Ninth: The stages of the money laundering and terrorism financing
crime
There are three stages in the process of money laundering and terrorism financing.
Each stage involves a number of operations carried out by people involved in
money laundering. These stages may draw the banks attention; they include:
a. Replacement
The objective of this stage is to enter the illegitimate money into the banking
system. The targeted bank or banks where money laundering and terrorism
financing are to be carried out are defined at this stage. The process includes
depositing the money to be laundered in one or more accounts at the targeted
bank or banks.
b. Layering
This includes a number of phases and complex processes that aim to hide the
real source of the money deposited in the bank accounts and the sources of
illegitimate money. This is accomplished by inputting the money in a
number of banking operations to make it look like an outcome of legitimate
businesses. For instance, a person involved in money laundering would
transfer money to accounts at other banks around the world as payments for
purchasing of goods.
c. Integration
At this stage, the money is pumped again into the economy through legal
businesses and mixing it with legitimate money. Hence, the money looks
like the outcome of legitimate businesses, which makes it hard to distinguish
or separate from other money. For instance, issue credit to import goods,
taking a loan to build a housing project or buy a vehicle … etc.
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Money laundering and terrorism financing may occur in the three stages above or
in one stage where the three stages are integrated into one. This includes selection
of the location where the process is to be conducted and, at the same time, transfer
money or put it in other accounts. Money laundering and terrorism financing may
be carried out at long periods to disguise the sudden change in account
transactions. It may occur in a number of accounts and through people other than
the main criminals and through normal businesses.
Tenth: The most important indicators/ methods of the process of money
laundering and terrorism financing
The following bank transactions represent methods of using a bank for money
laundering and terrorism financing operations:
 Deposit and withdrawal: This includes large cash deposits that seem illogical
and incongruous with the customer’s activity and account transactions.
 The customer focuses on cash withdrawals and deposits rather than other
means of withdrawal and payment.
 Replace large amounts of small banknotes with large banknotes without a
justification.
 The customer deposits sequential banknotes, which shows that the money
stays as it was at source without being used by others.
 Carry out larger unjustified withdrawals from an account compared to
normal customer’s withdrawals.
 Deposit large cash amounts through the ATM to avoid direct contact with
bank officers especially when such deposits are incongruous with the
account transactions.
 Large amounts are deposited in the same account by several people. The
deposits may be small but they would add up to a large amount without an
acceptable justification. Hence, it is not allowed to deposit any cash amounts
in the customer’s account except through the customer himself/herself or
through someone officially authorized by the customer.
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 Bank transactions related to account’s authorized people
 The customer maintains a number of accounts where he/she makes
cash deposits. Such deposits would be large in total and incongruous
with the customer’s business nature. This excludes companies.
 Opening a number of accounts at several banks that operate in the
same geographical area. The accounts are then reduced to one account
by transferring balances to one account and then transferring them
abroad.
 The customer establishes commercial, financial, social, or non-profit
establishments that are not in harmony with the customer’s aims and
activities.
 Unjustified changes in the customer’s activities.
 Hesitation in giving information about the activities and parties
involved in them.
 Discovery of ambiguous or illegal documents while dealing with the
customer.
 The customer opens accounts under names of non-residing institutions
and be authorized to manage such accounts.
 Bank transactions related to checks, transfers, and wire transfers
 Deposit third parties’ checks that are endorsed to the account holder
where parties have no common business.
 Unusual repeated depositing of foreign or tourist checks that are not in
line with the customer’s activity and transaction of account.
 Deposit checks with large amounts endorsed to the account holder.
 Large deposits in the account, in different means, that seem illogical
and incongruous with the customer’s activity and account transaction.
 Repeated and unjustified transfers to accounts at other local or foreign
banks.
 Repeated transfers of similar amounts.
 Transfers to banks in countries with strict rules on banking secrets.
 Transfers abroad accompanied by cash payment instructions.
 Transfers of large amounts to the customer’s account where such
transfers are inconsistent with the customer’s activity.
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 In and out transfers to countries that do not comply with the money
laundering and terrorism financing combating laws or are known for
drug trafficking and other criminal acts.
 Banking operations related to credit facilitation
 Hesitation in giving information about the activities and parties
involved in them.
 Discovery of ambiguous or illegal documents while dealing with the
customer.
 The customer opens accounts under names of non-residing institutions
and be authorized to manage such accounts.
 Request large loans using assets, property, or deposits abroad in the
customer’s name as collaterals, especially when such assets are in a
country known for money laundering and terrorism financing.
 Early and sudden repayment of loans especially doubtful loans.
 Provide additional collaterals such as assets or guarantees by
individuals who do not have common activities with the customer.

 Process of letters of credit, letters of guarantee, and collection documents
 Open letters of credit with amounts inconsistent with the price of
goods to be imported by the customer.
 Liquidate letters of guarantee after short periods.
 Open letters of credit with amounts inconsistent with the nature of the
customer’s activity and size or where the beneficiary is a customer’s
sibling.
 The customer requests to alter the location where the value of the
letter of credit is to be paid and make it for parties residing outside the
beneficiary’s country.
 The customer requests changing the name of the letter of credit
beneficiary immediately before the payment is made.
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The customer’s establishment of businesses incongruous with his/her objectives
and activities are matters that require attention. The KYC policy must be applied as
well as know your customer’s customers – as much as possible. We must know or
estimate the size and source of the customer’s customers’ money. This is done
through the activity the customer conducts and the geographical areas where the
customer and his/her customers operate. These areas may be among places known
for crimes that result in illegitimate money and have political conflicts where
extortion, crimes, gangs, drug trafficking, smuggling, fraud, and other criminal
activities thrive and lead to producing large amounts of money that require
laundering.
The most important indicators of suspicion, which an officer need to pay
attention to upon occurrence:
 Intensive activity to an account or sudden change of account transactions
inconsistent with the account’s historical activity.
 Many transfers to and from the same account.
 The customer is oblivious to the costs of the account’s transactions.
 Deposits by several individuals to the same account without having justified
business relations.
 Names of guarantors or references hard to reach.
 Addressing the bank through faxes of letters to avoid direct contact with the
customer.
Eleventh: The mechanisms and procedures the bank uses to monitor and
discover money laundering and terrorism financing operations
These procedures are part of the Bank’s compliance with implementing the laws
and legislations whether such laws and legislations are nations – the Anti-Money
Laundering and Terrorism Financing Decree Law of 2015 of the Palestinian
National Authority and the instructions of the Palestine Monetary Authority) or at
the international level where the Bank complies with international
recommendations including FATF recommendations and the UN anti-corruption
recommendations. The procedures also include the Bank’s internal procedures.
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1. The Bank established the Anti-Money Laundering and Terrorism Financing
Unit, which monitors all suspicious transactions. The main procedures of the
Unit include:
 Daily inspection of all transactions carried out using the banking
system in accordance with the amount defined by the instructions of
the Control Authorities.
 Inspect similar transactions and review all suspicious operations stated
in the branch reports.
 Inform the Financial Monitoring Unit of any suspicious transactions
having taken the necessary internal procedures.
 Report regularly to the Review and Audit Committee on the Unit’s
functions.
2. The precautionary measures the Bank applies to combat money laundering
and terrorism financing
 Apply the KYC principle and Due Diligence procedures.
 Maintain documents and records for the legal period in a manner that
facilitates accessing them when needed.
 Approval of senior management on opening accounts for higher risk
customers as detailed by KYC.
 Inform the Anti-Money Laundering and Terrorism Financing Unit of
any suspicious transactions.
 Adhere to internal work procedures and circulated notes.
Quick Transfers:
Tasks of the Liaison Officer as per the Manual
1. Ensure that all reports of suspicious movements have been duly filled and sent to
the competent authorities immediately after the occurrence of the movement.
2. Ensure that the forms are sent and received properly, and that the information of
these forms is identical to the information of printed receipts through periodic
visits.
3. Ensure that large-scale money transfer forms have been filled out and sent to the
fast remittance company on the same day; As well as making sure to keep a copy
of them with the enhanced documents with the bank duly, through periodic visits.
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4. Ensure that record keeping requirements comply with local laws in one place.
5. Ensure that all employees have a separate user and password.
6. Ensure that current staff have received special training from the anti-money
laundering unit.
7. In the event of a violation, the reasons for its occurrence shall be identified and
corrective measures shall be taken to correct it and to ensure that it will not recur,
such as further training, clarification of the working procedures followed; In case
the liaison officer is not sure of the effectiveness or effectiveness of the corrective
actions taken, he should contact the relevant authorities for guidance and guidance.
8. Monitor the compliance of the bank's staff with the instructions and procedures
and their ability to obtain the customer's information (ID number / type / place of
issue / detailed address / specific profession).
9. Provide a mandatory annual plan to visit the branches that will provide the
service so that the branches of Gaza are visited at least twice a year and the
branches of the West Bank at least once and to be documented visits.
10. Provide a training plan for the staff who will provide the service before the
start of the service and the course should be against money laundering and fraud.
11. Ensure that all staff members who provide the service will sign the Global
Agent Compliance Program Manual to inform and document the work.
12. Ensure that anti-money laundering unit staff unit staff receive training on the
reporting mechanism of the system, process analysis and submit a monthly report
to the Western Union Compliance Department.
13. Inform the Western Union Compliance Department of suspected cases filed
with the Financial Monitoring Unit for suspected cases of money laundering
through Western Union.
Twelfth: Update policy
The policy of combating money laundering and terrorism financing is updated
every two years and when needed. The changes that occur to the instructions, laws,
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and legislations of combating money laundering and terrorism financing are
adopted by the Bank management and the Review and Audit Committee of the
Board of Directors.
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Know Your Customer Policy
Introduction
The KYC policy is key complementary part of the policy of combating money
laundering and terrorism financing of the Arab Islamic Bank. This includes Know
Your Customer’s Business, which is among the ways the Bank uses to discover
suspicious activities and avoid any potential attempts by customers’ to use the
Bank, its services, and its products for illegitimate purposes. This makes it
necessary to have procedures that provide the Bank with clear and accurate and
comprehensive understanding of its customers and their various activities.
Adopting effective standards for KYC and Know Your Customer’s Business is a
necessary part of the risk management practices. When an institution fails to apply
sufficient standards for KYC, it will subject banks to risks of noncompliance,
operational risks, legal risks, and reputation threatening risks.
Implementing sound policies and procedures for KYC enables us to reach to sound
and safe institution and protection of the banking system by reducing the number
of banks that may become tools for money laundering and terrorism financing and
other illegal activities.
The Arab Islamic Bank follows an obligatory approach that is concerned with
“knowing” its customers and the customers of its customers. Following the KYC
procedures most accurately by the Bank leads to positive impact of truly knowing
customers. This leads to preventing or restricting establishing relations with
customers who are involved in suspicious acts and avoiding falling into money
laundering and terrorism financing acts and the risks of fraud, noncompliance, and
other risks.
First: The objectives of KYC policy of at the Arab Islamic Bank
1. Ensure compliance with all rules and regulations that govern banking
functions in Palestine; most importantly, the instruction of the Palestine
Monetary Authority.
2. Consider international standards and best practices of international banks
and control bodies.
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3. Best use of all possible tools and methods and obtain detail information to
know the new Bank customers, their activities, define who actually holds
accounts, support data with documents that prove their accuracy.
4. Distinguish between good customers of the Bank, ensure that they remain
with the Bank, and enhance relations with them.
5. Not to deal with any customer who fails to submit sufficient data and
information on KYC basis.
6. Monitor regularly updating of Bank’s current customers’ files and support
data with proof of identity documents.
7. Safeguard the Bank against fraud and suspicious activities and being subject
to fines that may result from lack of compliance. Comply with the laws of
the Control Authorities.
8. Reduce the risks that the Arab Islamic Bank may face as a result of an abuse
of its services and products by customers with suspicious activities.
Safeguard the Bank’s money used as cash collaterals for current financing
from seizure by government or judicial bodies.
9. Control risks resulting from money laundering and/or fraud and/or terrorism
financing and/or any other operations of criminal nature. Also, identify such
operations before they occur.
10.Safeguard Bank’s reputation and its systems from being used, intentionally
or unintentionally, as tool for suspicious activities.
Second: Potential Risks the Arab Islamic Bank may face if KYC is not
implemented
Lack of clear standards to define customer’s identity subjects the bank to risks that
may result in many losses to the bank. These risks include:
 Risks of noncompliance: They may result in payment of fines by the bank
due to violating and not implementing the laws and instructions of the
Control Authorities.
 Risks to reputation: This may lead to harming bank’s reputation as a result
of rumors or the bank being subject to large financial losses. All measures
must be taken to ensure customer’s confidence in the bank and safeguard
such confidence. Any harm to the confidence may have negative impact on
the bank.
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 Legal risks: They may result from procedures where the lawsuits are lodged
against the bank due to accounts being opened by people with suspicious
activities and dealing with such people.
Third: Areas of implementing KYC policy
The policy of KYC must be implemented at all internal and external branches of
the Arab Islamic Bank. There shall be no exception to any category of the
customers.
Fourth: Definition of customer by KYC policy objectives
Any person or entity that maintains an account and has business relation or
connection to a transaction with the bank or being the key beneficiary of
transactions carried out by an account authorized person.
Fifth: Key elements of KYC system and policy
There are four key elements for the KYC policy and rule that must be fully
integrated in the risk management of the bank and the control procedures of risk
management. This is to ensure identification of risks of all aspects of KYC to
enable us to mitigate their impact, as much as possible, when they occur. These
elements are:
1.
2.
3.
4.

Customer Acceptance Policy;
Customer Identification Procedures;
Continuous monitoring of high risk accounts
Assess customer’s risk

 The person in charge of customers’ services and the branch manager must
ensure that the accounts opening officer has made certain that the customer is
not listed on the UN list or the OFAC list. The bounced checks system must
know how to apply the four key elements stated above:
1. Opening an account is accepted and dealing with customers in general is
conducted after completing the necessary requirements. The best practices of
Customer Due Diligence (CDD), which are part of the KYC policy
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procedures as instructed by the Palestine Monetary Authority and Basel
agreement and FATF recommendations, shall be taken into consideration.
2. The customers’ acceptance policy must include the standards and procedures
of KYC policy. The most important key points of the process of accepting a
customer include:
 It shall not be allowed to open an account for individuals/ persons/
businesses and/or commissions and/or agencies of unknown or fake
identity.
 Not to maintain any fake accounts or accounts for businesses or
persons who do not actually exists.
 Customers are accepted once their original identities are defined;
hence, it shall not be allowed to open an account based on
correspondence for people residing in the same country.
 The purpose of opening an account must be known as well as the size
of the activity to be conducted through the account. The monthly
income of employees or the size of annual sales of businesses and
traders must also be known. This shall be verified with official
documents, if possible.
 Customers must be classified into categories according to the risks
brought to the bank through such categories. This means that the
customers’ files must be classified according to risks.
 A special file must be set up for each customer. The file shall contain
all documents submitted by the customer.
 Ensure that the customer does not constitute a risk to the bank as a
result of conducting criminal or illegal activities in the past.
 It shall not be allowed to open accounts for banks and/or
establishments listed on the non-cooperative countries.
 It shall not be allowed to open accounts for prohibited-to-deal-with
customers. This is based on the lists submitted by relevant bodies.
Dealing with such customer shall discontinue if it is discovered later,
after they had their accounts opened, that they were on such lists.
 It shall not be allowed to open accounts for American customers who
refuse to sign the designated forms.
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 If the bank fails to meet its obligations with respect to aforementioned
customer due diligence, it shall not establish business relation or
continue with such relation. It shall submit suspicion report to the
Financial Monitoring Unit, when necessary.
 The mechanism of identifying and verifying customers and their activities
The process of verifying customer’s identity requires identifying and ensuring
the extent of credibility of the information and documents, which the customer
submits, including:
1. Reviewing the official documents of the customer upon initiating dealing
with such customer to know him/her, the nature of his/her activity, and the
source of his/her income. Also, verify the information through obtaining
signed copies of the documents, which proves that they are true copies of the
original documents.
2. Take the necessary procedures to verify the accuracy of the information
obtained from the customer by referring to impartial and trusted sources
including contacting official bodies.
3. The following identification procedures shall be followed when the customer
is a natural person:
 The customer’s full name, nationality, date and place of birth, identity
card number, passport number –for non-Palestinian nationals–, current
and permanent address, telephone number, work address, activity,
business relation purpose, income, wealth sources, and any other
information that the financial bodies deem necessary to obtain.
 When dealing with a power of attorney: The holder of the power of
attorney must show an appropriately endorsed power of attorney and
proof of identity documents for both the holder and the person giving
the power of attorney.
 If the application is for minor or incompetent persons, it shall be
supported with documents of such persons and those legally
representing them in accordance with the procedures of identification
and verification and internal work procedures.
 Open accounts using special applications designated for financial
establishments and their branches according to the nature of their
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activity and approved by the bank. This includes customer’s promise
that he/she is the original holder and only beneficiary.
 The anticipated use of the account with respect to money going
through the account and number and type and frequency of anticipated
transactions.
4. Ask each customer to submit written declaration defining the actual
beneficiary of the operation to be conducted. Identify and verify the actual
beneficiary according to the stated identification and verification procedures.
5. The following identification procedures shall be followed when the customer
is a legal person:
 Identify the legal person’s name, address, head office, legal status,
date and number of registration, names of owners, and shares of
ownership. This enables the bank to know ownership structure,
managers’ identities, purpose and nature of work, and verify the
submitted information using officially endorsed documents.
 Verify the names of the shareholders more than 10% of the
company’s capital. Attach the data supporting documents except for
public joint stock companies.
 If the real beneficiary is one of the politically exposed persons, the
procedures of identifying and verifying such persons stipulated by the
law and instructions shall be followed.
 The actual beneficiary of the legal person shall be identified in order
to take the necessary measures to know the ownership structure,
controlling management of the legal person. This includes using data
and information obtained from official documents so the bank is
certain about the identity of the actual beneficiary.
 The anticipated usage of the account including the money that goes
through it, number, type, and frequency of anticipated transactions.
 The aforementioned terms shall apply to foreign companies. Any
further information that is considered necessary shall be obtained.
6. Charitable societies, non-governmental organizations, non-profit
organizations and similar organizations: The name of the society or
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organization must be obtained as well as their legal status, type of activity,
Date of foundation, purpose, authorized signatories and their nationalities,
and telephone numbers. The required information shall be verified in
accordance with this paragraph through official documents.
7. The Bank may delay the verification procedures of the customer and the
actual beneficiary until initiating the business relation according to all of the
following conditions:
 Complete the verification procedures as soon as possible.
 The necessity of completing the regular work procedures to avoid any
risks of money laundering and terrorism financing.
 Review the risks of money laundering and terrorism financing of
postponed case and control such risks.
 The Bank shall have approved and clear procedures in this regard.
 The verification of the customer’s identity process must be done through the
following stages:
1. Through establishing the relation with the customer.
2. The information about the customer must be update upon suspecting an
account transaction.
3. The customer must update his/her information and data upon activating a
frozen account.
4. The verification and updating of customers’ data must be done annually
for legal persons’ accounts and every two years for natural persons’
accounts.
The process of verifying a customer identity helps the various
departments of the Bank classify customers into categories based on
anticipated risks of each customer. It also helps anticipate customer’s
activity and account transactions. The Anti-Money Laundering and
Terrorism Financing Unit must be informed of any suspicions, by any of
the Bank branches, of money laundering.

 Accounts of resident and non-resident customers
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 Residents: A resident natural person, according to the instructions of the
Palestine Monetary Authority number (9/2009) issued on December 28,
2009, and for the purpose of this policy, is a person who resides in
Palestine (on continuous or discontinuous basis) for one or more years
regardless of his/her nationality.
The following are considered resident persons:
1. Travelers who leave the country for specific periods of less than a
year for business or personal purposes.
2. Individuals and workers and hired persons who travel frequently
outside Palestine or work permanently or temporarily in other
countries while their families live in Palestine. These include:
a. Workers who work during specific time of the year according to
seasonal need for labor at different country then come home to
their families.
b. Local employees who work at foreign embassies and consulates
and similar institutions in Palestine.
c. Workers who regularly cross the borders of a neighboring country
on daily or longer basis.
d. Local employees who work for international organizations in
Palestine.
e. Members of ships’ and planes’ crews or other mobile gear that
partially or totally operate outside Palestine.
f. Members of diplomatic and military missions and civil and
delegated staff designated by the Palestinian National Authority to
work abroad.
g. Students outside Palestine regardless of time spent on studying as
long as they remain members of families residing in Palestine.
h. Patients who travel abroad for treatment even if they stay for more
than a year; however, they must remain members of their families
in Palestine.
i. Prisoners in neighboring country who were arrested under
exceptional and oppressive circumstances imposed by specific
conditions in the country.
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j. Foreign workers at businesses to whom the conditions of resident
apply providing that their work exceeds one year.
k. Foreigners who were given Palestinian citizenship by the
Palestinian National Authority.
l. People residing in Jerusalem: Palestinian natural persons to whom
the conditions stated in (a) to (i) apply and live in Jerusalem shall
be treated as residents.
 A resident legal person:
Foreign businesses (private and public sector businesses) are considered
resident in the following cases:
1. If operate permanently in Palestine and have economic interests with
respect to producing goods and delivering services or in possession of
land or buildings in Palestine. They must have a unit with the
intention of providing services or products of an indefinite period.
2. If registered with the companies’ controller in Palestine as a business
licensed to operate in Palestine.
3. Foreign organizations or their non-profit branches that have operated
in Palestine for more than a year except for foreign embassies and
consulates and representative offices of international and regional
institutions and their foreign employees.
4. Foreign airline and marine companies.
5. Legal persons owned by Palestinians who carry Jerusalem identity
card and live in Jerusalem shall be treated as resident persons.

 Non-resident persons: Those to whom none of the abovementioned
resident or non-resident conditions apply.
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Seventh: Classification of customers according to risk degree
Classification of Bank customers according to the standards of (account type,
nature of customer’s activity, method of opening account, type of account, extent
of activity, nature of transactions occurring to the account, history of customer’s
dealing with the bank, nationality, and the services the bank delivers to the
customer). These standards are assessed every year and reflected on the procedures
to be taken in accordance with the instructions issued by relevant departments.
The following table shows the mechanism and standards of classifying customers
by risk degree:
Category/risks
Very high risks

High risks

Type of customer
- Customers listed on international prohibition lists
- Customers from non-compliant countries according to
FATF classification

-

No accounts shall be open for such customers in the
Bank
Customers from foreign countries that the Bank has no
previous experience of dealing with where such countries
are known for drug trafficking, arms dealing, financial
corruption, tax evasion, money laundering and terrorism
financing.
The countries that are still under observation of FATF –
updated from time to time
Charitable societies, non-profit non-governmental
organizations, and bureaus de change
Politically exposed persons
Gold and car dealers
Accounts managed by power of attorney by bank staff

-

To open an account for these the approval of the
General Manager must be obtained
Contractors and Real estate brokers
Accountants
Lawyers
Traders of precious metals and precious stones
Money bills
Non-resident persons

-

-

Medium risks
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- Joint and family accounts that are managed by a power of
attorney
Low risks
- Natural and legal persons included in the classification
above and resident customers
Special attention must also be paid when opening the following accounts. The
following customers’ categories are of high risk. Special attention must be
paid to data obtained for their risks and additional information must be
obtained, including:
1.
2.
3.
4.
5.
6.

The purpose of opening an account
The size of anticipated activity through the account (value, frequency, type)
Value of income and annual sales
Dealing with other banks
The customers the customers deals with
Obtain the approval of the General Manager or his/her representative for
opening any of these accounts.

The high risk accounts include,
First: Charitable and cooperative societies and non-profit organizations:
The following must be obtained to open an account:
1. Recent registration certificate of the society by relevant body (Ministry of
Interior, Ministry of Labor …etc).
2. Copy of the bylaws of the society certified by the relevant body
3. Approval of the relevant body (Ministry of Interior, Ministry of Labor …etc)
to open main or sub-account.
4. Ensure that those who have the financial authority to handle the account are
those approved by relevant bodies. They shall not be changed without a
decision by the relevant body. Ensure validity of authorization.
Second: Bureau de change
The following must be obtained for the purpose of opening an account
1. Valid license to operate issued by the Palestine Monetary Authority
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2. Signing the agreement between the Arab Islamic Bank and bureau de
change, which defines the mechanism of dealing with them
3. Report on a visit to the bureau de change
4. Updated information and license to operate on annual basis. It shall not be
allowed to continue dealing with any bureau de change that fails to renew
their license from the Palestine Monetary Authority.
5. Monitor the accounts whose transactions show that their holders use them
for bureau de change purposes. The Risk Management Department and the
Compliance Monitoring Unit shall be notified of any persons who operate a
bureau de change without a license from the Palestine Monetary Authority.

Third: Corresponding banks
Specific procedures are followed to accept corresponding banks after verifying
data and documents that ensure their actual existence (physical entry) and
obtaining and maintain copies of such documents and data. Also, obtain the license
from the original country. The Bank shall do the following:
1. Identify and verify receiving institutions that have banking relations with the
corresponding banks.
2. Collect information about the nature of the work of the receiving
institutions.
3. Assess the reputation of the receiving institution and the nature of the
supervision it is subjected to. This shall be based on published information.
4. Obtain approval from senior management before establishing any banking
relations with the receiving institution.
5. Assess the controls of the receiving institution with respect to money
laundering.
6. When payment as paid at source account, ensure that the receiving
institution has verified the customer’s identity and implements mechanisms
of continuous monitoring of their customers and is capable of submitting
relevant identification information when requested.
Dealing with corresponding banks is the job of the Corresponding Banks Unit and
the Banking Operations Unit.
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Fourth: Diplomats
1. A request made by an ambassador or acting ambassador or consul to open an
account. The request shall be approved by the Palestinian Ministry of
Foreign Affairs.
2. List of names of authorized signatories, their mandates, and conditions
applying to account.
3. The politically exposed persons such as the Prime Minister and ministers
especially non-Palestinians, and their first-degree relatives, partners, or their
companies or companies they have control over.
Fifth: Politically exposed persons (PEP)
Persons occupying public office or senior posts in the Palestinian National
Authority or at any other country or the heads of the agencies, commissions,
charitable societies, non-governmental organizations, or the authorities that report
to the Palestinian National Authority, or any other country, or have a family
member who had previously occupied such posts.
The Bank management shall pay special attention to the politically exposed
persons since they are of high risk. This is conducted through the following
procedures:
1. Accurately verify the identity of the PEP
2. Obtain senior management approval before starting dealing with PEPs.
3. Verify the sources of the PEPs’ money to be deposited and the sources of
their wealth.
4. Set ups risk management system for PEPs or the actual beneficiaries of this
category.
5. Accurate and continuous monitoring of the transactions of such customers.

Sixth: Traders of cars imported from outside Palestine
 The activity of importing used cars from abroad is among the high risk
activities in the area of money laundering and terrorism financing. It is one
of the non-financial professions.
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 The following shall be taken into consideration when preparing any banking
operation or transfer of document credit for paying for imported used cars:
1. If the importer is a company, the banking financial operation shall be
from/to the company’s account as legal person.
2. If the importer is a natural person, the banking financial operation shall be
from/to the natural person’s personal account.
 The Bank must take the necessary precautionary measures when conducting
transactions for used car import, such as,
1. Verify the source and purpose of money.
2. Use special form for the declaration of the actual beneficiary of the
transactions.
3. Match between the person requesting the transaction for the purposes of
import and the data of the importer.
Eighth: The mechanism and procedures for updating documents and data of
the customers of the Arab Islamic Bank in these cases:
1. Update the database at the Bank as follows:
 If major change occurs to operating the account
 Rising suspicion and/or reasons for suspicion about the accuracy of
available information about the customer at the Bank.
 When the validity of the documents runs out, including identity cards
and/or professional licenses and /o any other documents related to
authorization to use an account.
 The natural persons’ data must be updated every two years. The legal
persons’ data must be updated every year. Updating of data must be
carried out if suspicion of obtained information accuracy rises.
 When there is a need to obtain more information about a customer or
his/her agent.
2. Set up permanent work policies and procedures to update accounts in the
following cases:
 The customer requests new banking services.
 The customer requests to renew the banking services he/she already
have.
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 Upon activating an account that has been frozen
3. Updating information must include all personal information, address,
sources of income, information about the agent (obligatory), and the
signature form, if the customer requires so.
4. The updating of information about the accounts of professional people must
be updated. This is based on the validity date of the professional license of
the account holder or passport expiry date, which shall not exceed a
maximum of five years.
5. The branches and the offices/Banking Operations Department must conduct
continuous monitoring of suspicious accounts or high risk accounts, which
includes all transactions and dealings that occur to customers’ accounts and
those related to them where such transactions and dealings take place
through them or those representing them in handling the account whether for
Bank’s customers or noncustomers. These transactions must be subjected to
continuous monitoring procedures. For the monitoring procedures to be
effective there must be understanding of the nature of the account activities
to differentiate between normal and suspicious activities.
Ninth: High risk transactions/ dealings
There are basic transactions that, when occur, may give rise to suspicion. This
means that more conservative KYC procedures must be taken before such
transactions are conducted, including:
1. Sudden activity in a frozen or inactive account without any justified reason,
or transactions in the customer’s account that are larger than the activity the
customer declared to the Bank.
2. Frequent cash transactions at amounts lower than the level that requires the
Bank to define the identity or inform about the transaction
3. Several cash operations in one account that occur on the same day at more
than one branch. Such operations have a large total.
4. Withdraw of deposits immediately after being deposited in the account.
5. Close an account and open new accounts on the same day under the names
of the customer’s family.
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6. Frequent transactions in more than one account for more than one customer,
which occur regularly at the same time (more than one customer make cash
deposits in their accounts at the same time with similar amounts).
7. Transactions using modern methods that may hide the identity of the
customer or the nature of transaction.
8. Money transfers that fail to show full information about the person
requesting such transfers.
9. Giving collaterals under names of persons not directly related to the
customer.
10.Opening Back to Back L/Cs.
11.The customer is in a hurry, aggressive or demanding.
The following shall be conducted upon making cash deposits by bank
customers and noncustomers:
1. Palestinian natural persons: It shall not be allowed to accept cash deposits
exceeding $5,000 unless the source of the cash is verified.
2. Non-Palestinian natural or legal persons: It shall not be allowed to accept
cash deposits exceeding $5,000 unless the source of the cash is verified.
3. Verification of the source of cash shall be through obtaining copies of
documents verifying such source such as notice of entry for a transfer, a
copy of (land/apartment) sale contract or proof of sale at the Land
Department or the stock exchange, copy of court order of devolution of
estate, or copy of employer’s decisions concerning end of service award.
4. It shall not be allowed to accept cash deposits in any customer’s account
unless paid by the customer himself/herself. If the cash deposit is made by
another person, this shall be at the strictest form and after obtaining written
authorization from the customer. In any case, the basic information about the
authorized person shall be collected. This shall be placed in the customer’s
file. The relation between the depositor and the original account holder must
also be made known.
5. Applications made by people listed on UN and OFAC lists as well as the
lists of the Palestine Monetary Authority and those who are nationals of
noncompliant countries shall not be approved.
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Tenth: Record keeping
According to the Anti-Money Laundering and Terrorism Financing Decree Law,
all records and documents shall be kept for at least ten years as of the date of
initiating or terminating a transaction or terminating a relation with a customer.
The transactions and trade and cash deals shall be explained whether local or
external. The files for business accounts and correspondence and copies of identity
cards shall also be kept.
Hence, the Bank shall keep the following:
1. The real customers’ and beneficiaries’ records and documents. These shall
include applications for opening accounts, copies of proof of identity
documents for natural or legal persons, and copies of correspondence with
such customers and beneficiaries.
2. The records and documents of customers’ operations. They shall include
sufficient data of each operation.
3. Reports on unusual operations and showing that such reports have been
reviewed.
4. The records of suspicious operations. They shall include copies of
notifications of operations sent to the Anti-Money Laundering and Terrorism
Financing Unit and their data and documents.
5. Records and documents of reports, which the officer in charge of the AntiMoney Laundering and Terrorism Financing Unit decides to keep.
6. Records of the training programs. These shall include data of training
programs delivered to staff at the Bank in combating money laundering and
terrorism financing, trainees’ names, sections/departments where trainees
work, context of training program, duration of training program, the party
delivering the training where such training is conducted locally or abroad.
 Conditions of record keeping
The Bank must consider the following conditions of keeping aforementioned
records and documents:
1. Safekeeping of all records and documents and reports. Keep extra copies of
records and documents at another place.
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2. The safekeeping method shall be easy and allows easy access and retrieval
of kept records and documents. Any required data or information shall be
made available in full and without delay.
 The period for which records shall be kept
According to Article 10 of the Anti-Money Laundering and Terrorism
Financing Decree Law, the period for which records and documents shall be
kept shall be no less than ten years as of initiating or terminating a transaction
or terminating the business relation or as instructed by management. The
minimal period; however, shall be as indicated by the law.
The date upon which the period for keeping records is defined varies by type as
follows:
1. The records and documents of real customers and beneficiaries:
These are kept for at least ten years as of closing account date or end date of
transaction for customers without bank accounts.
2. The records and documents of customers’ operations
These are kept for at least ten years as of closing account date or end date of
transaction for operations of customers without bank accounts.
3. Other records and documents: It is taken into account to keep the following
records and documents for at least ten years as follows:
- Unusual operations reports as of the date of issuance of report.
- The records of suspicious operations sent to the Anti-Money Laundering
and Terrorism Financing Unit as of the date of sending such records or
when a decision or final sentencing are made with respect to such
operations, whichever farther.
- The documents and reports of suspicion, which are decided to be kept by
the manager in charge of the Anti-Money Laundering and Terrorism
Financing Unit as of the date the decision is taken.
- The records of training programs as of the end date of training program.
Eleventh: Staff training
Bank staff must attend an annual training program at least once, if possible.
Management understands the importance of training and that staff are key element
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of combating money laundering and terrorism financing. Therefore, all staff
members must review and comply with the entire policies and procedures of
combating money laundering and terrorism financing and the instructions of the
Palestine Monetary Authority concerning money laundering and terrorism
financing.
Staff must be made aware of the following:
1. Staff comply with the Bank. They are responsible for reporting any
information showing suspicion of money laundering operation.
2. The employee who provides training must explain to staff taking part in
training that implementing the KYC policy is not limited to knowing the true
identity of the customer upon the start of dealing with the customer but
includes full knowledge, from the start, of the type of anticipated customer’s
activities and changes occurring to the customer’s activities, which help us
uncover suspicious operations and activities in the future.
3. Staff must be made aware of any alterations to the customer’s operations or
indicators showing criminal activities.
Staff are trained in accordance with a program prepared by the officer of the
Anti-Money Laundering and Terrorism Financing Unit in cooperation with
the Training Department. The program covers different categories of the
Bank employees. The training must be at several levels as follows:
1. Managers and supervisors: Their training includes,
 The penalties resulting from violating the instructions for
combating money laundering and terrorism financing.
 The procedures of submitting internal reports.
 The requirements of ensuring the identity.
 The requirements of maintaining recordings/ records.
2. Cashiers and customers’ service and financing officers (officers with
direct relation with the public):
3. The officers of combating money laundering and terrorism financing.
4. New employees.
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Set up staff training programs and plans, on continuous basis, concerning
combating money laundering and terrorism financing operations. The programs
shall include the methods used in money laundering and terrorism financing, the
ways such methods are discovered and reported, and how to deal with suspected
people. The instructions also recommend maintaining the training program records
of the past ten years, at least. The records shall contain the names of the trainees,
their qualifications, and the training party. This is to avoid staff being
unintentionally involved in suspicious operations by implementing operations
automatically without realizing the major risks resulting from failing to notice the
entire aspects of the transactions they deal with.
Twelfth: Informing of suspicious accounts or dealings
All relevant employees in every position must, upon discovery of any suspicious
and/or suspecting any account or transaction, complete the suspicion form prepared
by the Palestine Monetary Authority. The form shall be submitted to the AntiMoney Laundering and Terrorism Financing Unit at the Head Office to take the
necessary measures with the need to adhere to the following due to its importance:
1. The customer shall not be informed of the bank's intention to file a suspicious or
warning report.
2. If there is strong suspicion of illegal activity in a particular movement, the
execution shall not be completed; Execution may be completed if you or a staff
member is in real danger of non-implementation.
3. A suspicious transaction report must be submitted even if the execution is not
completed, for example if the client presents a clearly forged identity.
4. To complete a suspicious transaction report duly, the customer's name, address,
phone number, date of birth, personal identification information, and place of issue
must be obtained.
5. Suspicious transactions report must be completed immediately after leaving the
customer and keep a copy of it with the supporting documents for a period of not
less than five years as per instructions
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This policy and document shall be part and parcel of the policy of combating
money laundering and terrorism financing. The policy of combating money
laundering and terrorism financing and the KYC rule and procedures are the
key general frame that defines the policy of the Arab Islamic Bank for dealing
with any of its customers.
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