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First: Introduction  

Money laundering and terrorism financing have become two of the most severe 

economic crimes in recent years. Banks are regarded the most essential conduits for 

cleansing and hiding illegal origin of money, particularly given the complexity, 

rapidity, overlapping, and evolution of banking activities in light of digital, platform, 

and electronic solutions. International and regional efforts have, in light of these 

challenges, and with the international community aware of the significance of the 

negative impacts of money laundering and terrorism financing activities on the 

national economy, as well as their danger to the international community as a whole, 

been made to control, penalize, and arrest and punish individuals involved in the 

phenomena, as well as to improve financial stability in Palestine and safeguard the 

integrity of the Palestinian banking system. The Palestinian National Authority 

issued Decree Law No. 9/2007 and then Decree Law No. 20/2015 in order to combat 

money laundering and terrorist financing, as well as the instructions issued by 

regulatory authorities in particular. The Arab Islamic Bank has, in accordance with 

its compliance with the law in combating such crimes and with the Monetary 

Authority's instructions, established the Anti-Money Laundering and Terrorist 

Financing Department to monitor compliance with the law, regulations, instructions, 

standards, and resolutions relating to money laundering and terrorist financing, as 

well as communicate with the Financial Follow-Up Unit in this regard. 

1. The policy's goals are as follows: 

The primary goals of this policy include: 

1.1. Explaining the basic criteria to prevent the Arab Islamic Bank from being used 

in money laundering or terrorist financing operations. 

2.1. Ensuring that all money laundering and terrorism financing legislation, laws, 

and instructions are followed at all times by the bank. 

3.1. Assisting the bank's personnel in adhering to the laws and instructions governing 

money laundering and terrorist financing in Palestine and not infringing or violating 

them. As well as successfully dealing with the predicate crimes of money laundering 

and terrorism financing, whether in detecting and preventing them or dealing with 

them when they occur and reporting them in accordance with the established 

procedures. 



5 
 

4.1. Promoting best practices to protect the bank from financial losses and 

reputational harm that could result from participation in a money laundering or 

terrorism financing operation. 

5.1. Establishing a framework that will allow the bank to detect and report any 

suspicious activity connected to money laundering or terrorism financing to the 

Financial Follow-up Unit 

2. Application scope: 

1.2. This policy outlines the basic standards and rules that must be applied across the 

bank, and it applies to all of the bank's departments and branches, as well as its 

banking and representative offices. 

2.2. It also applies to the bank's alliances and strategic partnerships, but not to 

organizations over which the bank has no legal or operational responsibility. 

3.2. This policy is in line with the parent company's "Bank of Palestine" policy and 

general framework, and it is intended to combat money laundering and terrorist 

financing, as well as manage the risks associated with it, in the two banks. 

3. The Policy’s Legal and Regulatory reference  

The standards, rules, and principles stipulated in this policy are subject to the laws, 

legislation, instructions, regulations, and directives issued by the competent 

authorities in relation to combating money laundering and terrorist financing, as 

follows: 

3.1. Palestinian Legislations and Instructions: 

3.1.1. Anti-Money Laundering and Terrorist Financing Decree Law No. (20) of 2015, 

and its amendments pursuant to the Decree-Law for 2016. 

3.1.2. Presidential Decree No. (14), 2015, on the Implementation of Security Council 

Resolutions. 

3.1.3. Anti-Money Laundering and Terrorist Financing Instructions for Banks No. 

(3/2016) issued by the National Anti-Money Laundering and Terrorist Financing 

Committee. 

3.1.4. The Council of Ministers' resolution on non-profit companies 
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3.2. Regional and international recommendations and instructions: 

Including, for example, but not limited to: 

3.2.1. The recommendations of the Financial Action Task Force (FATF) on 

combating money laundering, terrorist financing, and the proliferation of arms, and 

the explanatory notes related thereto. 

3.2.2. Financial standards of the Basel Committee on Banking Supervision to control 

the phenomenon of money laundering. 

3.2.3. Vienna Convention regarding illicit traffic in narcotic drugs and psychotropic 

substances 

4. Non-compliance with the policy: 

4.1. This policy must not be violated, and all bank employees must follow it and act 

in accordance with it at all times. 

4.2. Employees who violate or ignore this policy, whether intentionally or by default, 

indifference or negligence, will face disciplinary measures in accordance with the 

bank's employee system and disciplinary sanctions list, which may include 

termination of services depending on the severity of the risks resulting from the 

violation. 

4.3. Employees who receive a specific warning or penalty in connection with a 

violation or noncompliance with this policy are subject to rehabilitation and training 

to avoid a repeat of the violation. They also shall sign an undertaking not to commit 

the same violation again. 

4.4. The Anti-Money Laundering and Counter-Financing of Terrorism Liaison 

Officer shall be informed of any breach or violation of this policy's rules and 

principles, or suspicion of their occurrence, according to the bank’s internal 

reporting policy and procedures. 

5.4. Any exception to the policy's application or enforcement must be documented 

and notified to the competent Board’s committee. 

5. Policy observation and deliberation 
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5.1. This policy is a confidential document that may not be disclosed or distributed 

to any natural or legal person. It may not be accessed, distributed, or copied by any 

unauthorized natural or legal person without the written permission of the Anti-

Money Laundering/Combating the Financing of Terrorism liaison officer. 

5.2. Before receiving any copy of this policy, any third party who obtains a copy of 

this policy, whether electronic or otherwise, shall sign an undertaking not to dispose, 

redistribute, or share the policy with others without the written permission of the 

Bank. 

5.3. A Hard copy is used for the purposes of viewing and distribution, and the Anti-

Money Laundering and Combating the Financing of Terrorism Department keeps a 

word copy in addition to the Department of Organization and Work Procedures. 

6. Enhanced Policies 

6.1. The Bank has a policy approved by the Board of Directors to combat bribery 

and corruption, which is binding on all Bank employees. 

6.2. The Bank has a clear policy and procedures for internal reporting of violations 

and suspicions about them confidentially and without fear of retaliation or penalty. 

7. Review and update 

7.1. Anti-Money Laundering/Combating the Financing of Terrorism Department 

reviews this policy every year. The policy is also reviewed when legal changes occur, 

or upon the issuance of new instructions, regulations, directives or fundamental 

international practices that affect this policy. When the bank undergoes internal 

changes, such as the launch, change, or discontinuation of new services/operations, 

or reorganizations, this policy must be updated. 

7.2. All amendments, additions, or deletions to the policy must be formally and 

clearly documented, so that all copies of the policy are kept, including copies labeled 

with the copy number and date (prepared/updated), the date and number of the 

meeting minutes in which the policy was approved, and the accreditation destination. 

8. Approval  

The Board of Directors approves the policy, as well as any amendments or updates, 

based on the recommendation of the competent committee to which the Anti-Money 
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Laundering/Combating the Financing of Terrorism Department is associated and 

emanating from the Board of Directors.  

Second: Definitions and expressions   

For purposes of this policy, the following terms and expressions shall have the 

meanings indicated, unless the context indicates otherwise:   

1- The Bank: The Arab Islamic Bank and all of its branches and offices inside 

and/or outside Palestine. 

2- Board of Directors: The Arab Islamic Bank's Board of Directors. 

3- The Board’s Competent Committee: The committee emanating from the Board 

of Directors and supervising the function of combating money laundering and 

Financing of Terrorism 

4- General Manager: The General Manager of the Arab Islamic Bank  

5- Liaison Officer: Anti-Money Laundering/Combating the Financing of 

Terrorism Liaison Officer who heads the bank's Anti-Money 

Laundering/Combating the Financing of Terrorism Department. 

6- Policy: The bank's Anti-Money Laundering/Combating the Financing of 

Terrorism policy. 

7- Employees: The Arab Islamic Bank’s employees. 

8- Control Authorities: The Palestine Monetary Authority, Palestine Capital 

Market Authority, Companies Controller and Financial Monitoring Unit. 

9- Financial Monitoring Unit: An independent unit for anti-money laundering and 

Combating the Financing of Terrorism crime. The establishment of the Unit is 

based on the provisions of the Anti-Money Laundering and Combating the 

Financing of Terrorism Law. It is a national information center.  It is affiliated 

with the National Committee for Anti-Money Laundering and Combating the 

Financing of Terrorism  

10- The National Committee: The committee established in accordance with the 

provisions of Decree-Law No. 20 of 2015 to combat money laundering and 

terrorism financing. 

11- The law / Decree-law: Anti-Money laundering and Terrorism Financing Law 

No. (20) of 2015 issued by the President of the Palestinian National Authority 



9 
 

12- Presidential Decree: Decree No. 14 of 2015 regarding combating money 

laundering and Terrorism Financing issued by the President of the State of 

Palestine regarding the implementation of Security Council resolutions.  

13- Committee for the Implementation of UN Security Council Resolutions:  

A committee established by a resolution of the president of state and charged with 

carrying out UN Security Council resolutions issued under Chapter VII relating 

to money laundering, terrorism financing, and the risk of financing the 

proliferation of weapons of mass destruction. 

14- Know Your Client (KYC) principle  

15- Know Your Client Business (KYB) principle  

16- Client Due Diligence (CDD): The best set of guidelines for dealing with the 

client's needs, such as identifying the client, his legal status, his activity, the 

source of funds, the purpose and nature of the business relationship, and, if 

applicable, and the real beneficiary, if any. Verification of all this and continuous 

follow-up of the operations that take place within the framework of an ongoing 

business relationship by any means specified in accordance with the relevant 

legislation, in addition to identifying the nature and purpose of the future 

relationship between the bank and the client. 

17- Enhance Due Diligence (EDD) is an additional verification and diligence 

procedure aimed at identifying the clients, verifying that their activities and funds 

are legitimate and legal, and obtaining the supporting documents for that. 

18- Money laundering risks: These are the risks that the bank may face as a 

result of failing to comply with laws, instructions, and internal work procedures, 

as well as the hidden and undetected dangers that arise while dealing with new 

shareholders, newly-dealing clients, and diverse segments of society. This is due 

to the bank's flaws, which allow criminals to get access to it and exploit its 

products and channels for money laundering or terrorism financing. 

19- FATF: The Financial Action Task Force (FATF), which was established in 

1989. This is an international body that sets up policies and standards for anti-

money laundering and terrorism financing worldwide.  

20- Palermo Convention of 2000: A United Nations’ convention regarding anti- 

money laundering 

21- OFAC List: A government list issued in the United States of America that 

contains individuals who are internationally known for terrorism and narcotics 

trafficking which are prohibited to be dealt with. 
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22- UN List: A list issued by the United Nations. It lists individuals known 

internationally for terrorism and it is prohibited to deal with such individuals. 

23- Arab Convention for Anti-Money Laundering and Terrorism Financing, 

which came into effect on October 5, 2013 

24- Fraud: Any practice involving the use of deception to obtain, directly or 

indirectly, a form of financial benefit for the perpetrator, or to facilitate that for 

others, resulting in a form of loss for the party who was subjected to fraud, in 

accordance with the anti-corruption and bribery policy's provisions. 

25- Embezzlement: stealing anything swiftly and discreetly, as well as "the 

appropriation of money by an employee who has access to the money," according 

to the Penal Code.  

26- Theft: stealing others’ money without their consent. 

27- Forgery: altering the truth by improving something and describing it 

differently than it was described, with the goal of deceiving others and causing 

harm and injustice as a result. 

28- Politically exposed person to risks: An individual and his/her family 

members and relatives and partner who occupies or occupied public political 

positions or senior positions in or outside Palestine.  

29- Real beneficiary: A natural person who owns or controls definitively the 

client or account of a person who acted on the natural person’s behalf in executing 

a transaction; or a person who exercises effective and definitive control of a legal 

person or its management.    

30- Client: Any person or entity that maintains an account and has a business 

relationship or is involved in a financial transaction with the Bank. The real 

beneficiary of transactions made through an account delegate. 

31- Temporary client: A client who does not have continuous business relation 

with the bank. 

32- Shadow banks: Banks that do not have a physical presence in the jurisdiction 

in which they are licensed and that do not belong to a regulated financial group 

are subject to uniform and effective supervision. 

33- Acts of terrorism: All acts that aim to create a state of panic, and are 

committed by various means such as explosive devices, inflammable materials, 

toxic or incendiary products, and epidemiological or microbial agents, which 

may cause a public danger, and which are stipulated in the Penal Code and the 

legislation in force 
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34- Terrorist: An individual who perpetrates any of the following acts:   

 Commit or attempt to commit or be an accomplice in any act of terrorism in 

one way or another directly or indirectly. Also, to organize acts of terrorism 

or instruct others to commit such acts. 

 Contribute to acts of terrorism with a group of individuals who operate for a 

common purpose anywhere with intentional contribution and for the intention 

of promoting acts of terrorism or being aware of the intention of a group to 

commit any act of terrorism. 

35- Terrorist organization: A group of terrorists who perpetrates any of the 

following acts:   

 Commit or attempt to commit on purpose any act of terrorism in one way or 

another directly or indirectly. Also, to be an accomplice to committing acts or 

terrorism or to organize acts of terrorism or instruct others to commit such 

acts. 

 Contribute to acts of terrorism with a group of individuals who operate for a 

common purpose where such contribution is intentional and for the purpose 

of promoting acts of terrorism or being aware of the intention of a group to 

commit an act of terrorism 

36- Foreign terrorist fighters: Foreign individuals who travel to a country other 

than their country of residence or nationality for the purpose of committing or 

arranging or preparing or participating in acts of terrorism or deliver or attain 

terrorist training. 

37- Resident person: A resident natural person, according to the instructions of 

the Palestine Monetary Authority number (9/2009) issued on December 28, 2009, 

and for the purpose of this policy, is a person who resides in Palestine (on 

continuous or discontinuous basis) for one or more years regardless of his/her 

nationality. 

38- Non-resident person: Those, whether natural or legal, to whom none of the 

abovementioned conditions apply. 

39- Suspicious activity indicator: movements on the client's account or conduct 

that is inconsistent with his account data, his data, and the nature of his activity. 

40- Suspicion Report: This is the bank's notification to the Financial Follow-up 

Unit on any suspicious transaction or behavior. 
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41- Non-profit organizations: These are local or international entities that 

operate within Palestine and are focused on providing social or humanitarian 

services rather than making a profit. 

42- Threats: A series of words, deeds, or potential consequences that have a 

negative impact on a person or a bank. 

43- Weaknesses: flaws in anti-money laundering and anti-terrorism financing 

systems that can be used to aid in the conduct of a money laundering or terrorism 

funding crime. 

44- Correspondent relations: operating with or through international 

correspondent banks or banks in neighboring countries. 

45- Money laundering and terrorism financing are processes that comprise the 

following, as defined by Article No. (1/23) of the United Nations Convention 

Against Corruption (Vienna 2003): 

• Exchanging or transferring property with the knowledge that it is the proceeds of 

a criminal conduct with the intent of concealing or disguising the illegal source 

of such property, or enabling any individual implicated in the commission of the 

predicate offense to escape the consequences of his actions. 

• Concealing or obscuring the actual nature of property, rights, location, 

disposition, movement or ownership, knowing that such property is the profits of 

a criminal conduct. 

• Obtaining, possessing, or using property with knowledge that it is the result of a 

criminal act at the moment of receipt. 

• Assisting, encouraging, or advising on the commission of any illegal crime, as 

well as cooperating or conspiring to perpetrate it. 

46- Financial crime: These are crimes that are defined by law, such as money 

laundering, terrorism financing, fraud, penalty violations, and electronic crimes. 

47- Money laundering and terrorism financing crimes: It is "any behavior 

intended to conceal or change the identity of monies received from one of the 

initial crimes, in order to disguise their true origin so that they look to come from 

lawful origins," according to Palestinian law. It is the process of introducing 

monies from an illegal origin into the internal or global financial cycle and 

recycling them through banking and financial channels. 

48- Original crime: the crimes stipulated in Article No. (3) of Decree-Law No. 

(20/2015) regarding anti-money laundering and combating terrorism financing 



13 
 

and the crimes stipulated in Articles No. 87, 88, 89, 90 of the effective Securities 

Law. 

Third: The stages of the money laundering and terrorism financing crime 

It refers to the processes or procedures used by money launderers to disguise the 

illegal origin of funds or to support terrorism, which are divided into three stages, 

each of which includes a number of operations: 

a. Replacement 

The objective of this stage is to enter the illegal money into the banking 

system.  

b. Layering  

This is accomplished by inputting the money in a number of banking 

operations to make it look like an outcome of legitimate businesses. For 

instance, transferring money to accounts at other banks around the world as 

payments for purchasing of goods.   

c. Integration 

At this stage, the money is entered again into the economy through legal 

businesses, mixing it with legitimate money. Hence, the money looks like the 

outcome of legitimate businesses, which makes it hard to distinguish or 

separate from other money. For instance, issuing credit to import goods, 

taking a loan to build a housing project or buy a vehicle, etc. 

Four: The Anti-Money Laundering and combating Terrorism Financing 

Department's structure and independence. 

 

1. The department is separate from the bank's executive activities and tasks, 

and it is not allowed to be allocated any obligations that would cause a 

conflict of interest. The department is also independent from the internal 

auditing and risk management departments. However, internal audits are 

conducted to evaluate the effectiveness, adequacy, and efficiency of the 

department's programs, means, and tools, as well as their success in 

preventing money laundering and terrorism financing. The department 

reports directly to the board of directors through the board's competent 

committee. 
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2. The department has the authority to contact any employee and inspect any 

files, documents, or records that are essential for it to carry out its tasks in 

a serious and in a manner that ensures that it obtains the necessary 

information. 

3. The department is free to write reports to the competent board committee 

on any violations of laws, regulations and instructions related to combating 

money laundering and terrorism financing, as well as to report suspicious 

cases to the Financial Follow-up Unit, without fear of retaliation or harm 

from any party or employee within the bank. 

4. Complete freedom that enables the Anti-Money Laundering and Terrorism 

Financing Liaison Officer to carry out its responsibilities with its own 

initiatives in all departments and sections of the bank 

5. The department has enough resources to carry out its responsibilities and 

tasks efficiently and effectively. 

6. A special system of rewards and incentives shall be adopted for the 

department. 

7. The department's organizational structure is as follows: 
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Fifth: The Main Responsibilities 

1. The tasks of the Anti-Money Laundering and Terrorism Financing 

Department and the Liaison Officer: 

1.1 The Anti-Money Laundering and Terrorism Financing Department 

1.1.1 Communicating with the Financial Monitoring Unit concerning 

reporting suspicion of money laundering and terrorism financing 

crimes. Monitor responses to Unit’s requests in this regard. Conduct 

any consultations within the framework of combating money 

laundering and terrorism financing crimes.    

1.1.2 Receiving notifications from bank staff that are suspicious of possible 

money laundering and terrorism financing operations or any of the 

predicate offenses. 

1.1.3 Monitoring and coordinating the training programs of combating 

money laundering and terrorism financing for bank staff. 

1.1.4 Ensuring the Bank’s compliance with the Anti-Money Laundering and 

Terrorism Financing Decree Law and its instructions and report 

regularly to the Board’s competent committee. 

1.1.5 Monitoring cash operations, transfers, credit and investment dealings 

using an automatic system.     

1.1.6 Monitoring the lists containing names of suspects and changes to such 

list in accordance with relevant international standards.  

1.1.7 Classifying Bank’s clients in accordance with degree of risk (high, 

medium, low) and continue to monitor clients of high and medium risk.  

1.1.8 Maintaining records and studies and information about data related to 

all suspicious and irregular operations. 

1.1.9 Ensuring that all Banks’ staff complies with the KYC principle at all 

levels and requirements.    

1.1.10 Defining mechanisms for establishing business relations and clients’ 

acceptance or rejection mechanisms 

1.2 Director of the Anti-Money Laundering and Combating the Financing of 

Terrorism department  

1.2.1  Preparing, reviewing, and updating the department's policies and 

procedures. 
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1.2.2 Participating in developing and coordinating the training programs for 

the department's activities. 

1.2.3 Preparing the department's annual plan. 

1.2.4 Developing and updating the clients risk assessment form. 

1.2.5 Performing annual assessment of at least financial crime risks at the 

organization level 

1.2.6 Serving as a consultant to the first line of defense in the fight against 

money laundering and terrorism financing. 

1.2.7 Verifying compliance with this policy through a special follow-up 

system to test the effectiveness and efficiency of compliance controls. 

1.2.8 Assessing the adequacy of the Bank's anti-money-laundering and anti-

terrorist financing policies and procedures. 

1.2.9 Reviewing the classification of clients' exposure to money laundering 

and terrorist financing risks. 

1.2.10 Leading the self-assessment of money laundering and terrorist 

financing risks in the Bank. 

1.2.11 Preparing at least semi-annual periodic and statistical reports on the 

work of the department and all unusual and suspicious operations. 

2. Lines of Defense Responsibilities: 

According to the Monetary Authority's guidelines, the following chains or lines are 

responsible for defending the bank against the risks of money laundering and 

terrorism financing: 

2.1. The first line of defense: 

It is represented in the various departments, business units, and operations that carry 

out various business and executive activities in the bank, and which have the primary 

responsibility to work in accordance with laws, regulations, rules, policies, and 

instructions, as well as to adhere to various supervisory controls on the operations 

that they carry out. The head of each business unit is responsible for managing the 

business risks and activities in his unit (department / branch / office) as well as 

enforcing the policy's requirements, such as determining each employee's 

responsibility within the scope of the know your client (KYC) policy and the 

employees' commitment to it, as well as verifying that the work processes for the 
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operations of the business unit for which he is accountable meet the policy's 

standards. 

2.2. The second line of defense: 

It is represented by the compliance departments, anti-money laundering and 

combating terrorism financing, risk management, dealing with validating the bank's 

compliance and managing its risks. These departments follow up and report on 

hazards identified and measured within the scope of their responsibilities to the 

relevant board of directors committee to which these departments are linked 

independently of the first line of defense. These units also make recommendations 

regarding the termination of a business relationship or the suspension of high-risk 

activities that are not in line with the regulatory requirements or the risk acceptance 

policy (risk appetite). 

2.3. The third line of defense: 

It is represented by the internal audit task, which is responsible for evaluating the 

efficacy of the processes and control systems in place to combat money laundering 

and terrorism financing on an annual basis using a risk-based approach. The third 

line of defense recommendations are aimed at filling any gaps and determining the 

necessary procedures to ensure its effectiveness and adequacy. Its operations include 

evaluating structures, policies, and procedures, as well as the departments' 

implementation of the bank's standards for combating money laundering and 

terrorism financing and managing sanctions risks, through its internal audits, which 

are: 

2.3.1. Auditing the Department of Anti-Money Laundering and Terrorism Financing 

in a way that does not jeopardize the confidentiality of information linked to 

suspected cases. 

2.3.2. Reviewing the department's controls and procedures. 

2.3.3. Reporting the Anti-Money Laundering Department of any weaknesses or 

shortfalls detected during the internal audit of the branches and departments in the 

implementation of the relevant processes or in the control. 
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2.3.4. Reporting any suspicious signs discovered during audit tasks to the Anti-

Money Laundering and Terrorism Financing Department. 

2.3.5. The internal audit function is responsible for providing or giving assurances 

and evaluations about the risks of combating money laundering and terrorism 

financing, as well as determining whether the controls in place are effective in 

managing the predicted risks. Also, to determine whether or not the risk-acceptance 

policy is successful, as well as whether or not it gives help to employees tasked with 

combating money laundering and terrorism financing. 

3. The Board of Directors' Responsibilities: 

3.1. Establishing the anti-money laundering and terrorism financing function, 

assigning it to an independent employee with the rank of director / anti-money 

laundering and terrorism financing officer, and supervising it. 

3.2. Creating a clear organizational structure for this position that is proportional to 

the bank's size, branches, and the complexity of its activities. 

3.3. Ensuring the independence of the position and adopting a special system for 

rewards, incentives and salaries for the department’s employees. 

4.3. Providing adequate financial budgets to ensure that the position functions 

efficiently and effectively. 

3.5. Not permitting new shareholders suspected of money laundering or terrorism 

financing to be recruited, and reporting the Anti-Money Laundering Department of 

this.  

4. Responsibilities of the competent council committee to which the department is 

affiliated: 

4.1. Supervising the function of combating money laundering and terrorism 

financing 

4.2. Adopting their annual plans 

4.3. Examining and discussing the department's reports and submitting them to the 

Board when needed 
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5. Management and executive departments' responsibilities:  

5.1. Senior management: 

5.1.1. Providing all the necessary means and tools for the department to carry out its 

duties and responsibilities. 

5.1.2. Providing the necessary training. 

5.2. Banking Business Systems Department: 

5.2.1. Providing automated programs that support and assist the function of the Anti-

Money Laundering and Combating Terrorism Financing Department upon request 

5.2.2. Providing any reports requested by the Anti-Money Laundering and 

Combating terrorism Financing upon request. 

5.2.3. Collaborating with the Anti-Money Laundering and Combating terrorism 

Financing Department to develop criteria for categorizing clients based on the 

degree of risk they pose to the banking system.  

5.2.4. Changing programs or reports to meet anti-money laundering and combating 

terrorism financing standards. 

5.2.5. Update the OFAC and UN lists, in addition to any lists approved by the bank 

on the banking system, periodically and as soon as any updates are made to them 

from their origin. 

5.2.6. Cooperating with the Anti-Money Laundering and combating terrorism 

financing Department regarding training on any emerging programs and its response 

to any technical inquiries in particular. 

5.2.7. Daily updating of black lists via a dedicated website, printing and saving the 

update result for "documentation" 

5.3. Human Resources Development and Training Department: 

5.3.1. Involving the Anti-Money Laundering Department in the hiring of employees 

for the department. 
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5.3.2. Coordinating with the Anti-Money Laundering and combating terrorism 

Financing Department on the training plan for the staff of the Anti-Money 

Laundering and Terrorist Financing Department. 

5.3.3 Coordinating with the Anti-Money Laundering and Combating terrorism 

Financing Department on anti-money laundering and combating terrorism financing 

training programs for bank staff. 

5.4. Legal Department: 

5.4.1. Interpreting the legal requirements related to the Anti-Money Laundering and 

combating terrorism Financing Law and the instructions issued under it. 

5.4.2. Providing advice and guidance on issues related to anti-money laundering and 

combating terrorist financing. 

6. The responsibilities of entire Bank’s staff 

6.1. Complying with the laws, regulations, instructions, code of conduct, 

and sound professional standards and practices concerning combating 

money laundering and terrorism financing. 

6.2. Complying with fulfilling supporting documents of financial 

transactions of clients’ accounts in accordance with special instructions 

issued on the basis of this policy by the relevant parties, as appropriate.   

6.3. Promptly report any activity or operation of suspicion of predicate 

offense or money laundering and terrorism financing crimes.  

6.4. Not to disclose to clients or any third party of reported, or will be 

reported information to the Financial Monitoring Unit or reporting 

suspicion of a crime of money laundering and terrorism financing or 

any of the predicate offenses. \ 

6.5. Answering correspondence from the Anti-Money Laundering and 

Terrorism Financing Department. 

6.6. Attending training and workshops on combating money laundering and 

terrorism financing and KYC requirements.  
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Sixth: The most important indicators/ methods of the process of money 

laundering and terrorism financing 

1. Opening accounts: 

1.1. Clients who, despite the fact that another branch is closer to them, wish to open 

an account in a branch that is far from their place of employment or residence 

without justification. 

1.2. Clients who open an account for a limited time. 

1.3. Clients who open an account in a name other than the name of the account's 

true beneficiary.  

1.4. Clients who present financial statements that do not correspond to the commonly 

recognized financial statements for such client activity. 

1.5. Clients who apply to the Bank as representatives of companies operating in areas 

known for illegal activities or classified as non-cooperative countries in the field of 

anti-money laundering and combating terrorism financing. 

1.6. Clients who ask for an exception from the client identification requirement. 

7.1. The client’s failure to provide the bank with clear personal evidence or other 

information required by the know-your-client procedures, or to provide incorrect 

information. 

8.1. In the case that the account's real beneficiary is not identified, the following 

steps must be taken:  

• When the client is suspicious of acting on behalf of another person 

• The bank's inability to obtain documents or information about the actual 

beneficiary of the account. 

• The nature of the account movement differs from the nature of the client's activity. 

• The client's request to carry out financial operations for the benefit of another 

beneficiary with whom he has no clear relationship without justifications or 

convincing reasons. 

2. Deposit and withdrawal operations  
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2.1. large cash deposits that seem illogical and incongruous with the client’s 

activity and account transactions 

2.2. The client focuses on cash withdrawals and deposits rather than other 

means of withdrawal and payment. 

2.3. Replace large amounts of small banknotes with large banknotes without a 

justification. 

2.4. The client deposits sequential banknotes, which shows that the money 

stays as it was at source without being used by others.  

2.5. Carry out larger unjustified withdrawals from an account compared to 

normal client’s withdrawals.  

2.6. Deposit large cash amounts through the ATM to avoid direct contact with 

bank officers especially when such deposits are incongruous with the 

account transactions.  

2.7. Large amounts are deposited in the same account by several people. The 

deposits may be small but they would add up to a large amount without 

an acceptable justification. Hence, it is not allowed to deposit any cash 

amounts in the client’s account except through the client himself/herself 

or through someone officially authorized by the client.   

3. Bank transactions related to account’s authorized people 

 

3.1. The client has a number of accounts  

3.2. The client makes cash deposits on several accounts. Such deposits would 

be large in total and incongruous with the client’s business nature. This 

excludes companies. 

3.3. Opening a number of accounts at several banks that operate in the same 

geographical area. The accounts are then reduced to one account by 

transferring balances to one account and then transferring them abroad. 

3.4. Making fixed deposits in the account, then transfer the money that has 

accumulated. 

3.5. The client establishes commercial, financial, social, or non-profit 

establishments that are not in harmony with the client’s aims and activities. 

3.6. Unjustified changes in the client’s activities. 

3.7. Hesitation in giving information about the activities and parties involved 

in them. 

3.8. Discovery of ambiguous or illegal documents while dealing with the client. 
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3.9. The client opens accounts under names of non-residing institutions and be 

authorized to manage such accounts. 

3.10. The mismatch between the client's financial data concerning his behavior 

and the data for such action that is publicly available. 

4. Account movements: 

4.1. Excessive activity on the account 

4.2. A sudden change in the account's movement that contradicts the historical 

activity of the account. 

4.3. Multiple transfers to and from the same account. 

4.4. The client's lack of sensitivity or concern for the costs incurred on the 

account as a result of the movement on it. 

4.5. Deposits by several people on the same account without a justified 

business relationship. 

4.6. Names of sponsors or identifiers that are difficult to reach. 

4.7 Addressing the bank through fax or written letters to avoid direct contact 

with the client 

5. Bank transactions related to cheques, transfers, and wire transfers 

5.1. Deposit third parties’ cheques that are endorsed to the account holder where 

parties have no common business.  

5.2. Unusual repeated depositing of foreign or tourist cheques that are not in line 

with the client’s activity and transaction of account. 

5.3. Deposit cheques with large amounts endorsed to the account holder. 

5.4. Large deposits in the account, in different means, that seem illogical and 

incongruous with the client’s activity and account transaction.  

5.5. Repeated and unjustified transfers to accounts at other local or foreign banks.  

5.6. Repeated transfers of similar amounts.  

5.7. Transfers of small amounts through electronic tools and means to several 

people without justification. 
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5.8. Collect electronic transfers in the account and then re-transfer them to 

another person or persons or to another country. 

5.9 Transfers to banks located in countries with strict laws to maintain banking 

secrecy. 

5.10. Transfers abroad with instructions for cash payment. 

5.11. Incoming transfers to a client’s account in huge amounts and not 

commensurate with the nature of the client’s activity. 

5.12. In and out transfers to countries that do not comply with the money 

laundering and terrorism financing combating laws or are known for drug 

trafficking and other criminal acts.    

5.13. Transfers received on the account for the benefit of a third party. 

5.14. Executing a non-routine transfer within a routine transfer package. 

6. Instant Transfers: 

1.6. Expression of great concern by the sender to the requirements of disclosing 

the movement 

2.6. The sender’s reluctance or refusal to provide information or additional 

information or to provide false or incomplete information 

3.6. The sender cancels the transfer after requesting it due to the requirements 

of disclosing the required information 

4.6. There is no justifiable relationship between the sender and the recipient 

7. Banking operations related to credit facilitation  

7.1. Hesitation in giving information about the activities and parties 

involved in them. 

7.2. Discovery of ambiguous or illegal documents while dealing with the 

client. 

7.3. The client opens accounts under names of non-residing institutions and 

be authorized to manage such accounts. 

7.4. Request large loans using assets, property, or deposits abroad in the 

client’s name as collaterals, especially when such assets are in a country 

known for money laundering and terrorism financing. 

7.5. Early and sudden repayment of loans especially doubtful loans. 
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7.6. Applying for facilities for companies operating in offshore areas or 

secured by banks or institutions operating in these areas. 

7.7. Loans granted for the benefit of a third party or sold to a third party 

without justification. 

7.8. Provide additional collaterals such as assets or guarantees by 

individuals who do not have common activities with the client.  

7.9. Lack of interest in paying loan installments/loans granted with a cash 

insurance guarantee. 

7.10. Obtaining a loan for the benefit of an unjustified third party or 

transferring the loan to a third party. 

8. Process of letters of credit, letters of guarantee, and collection documents   

8.1. Open letters of credit with amounts inconsistent with the price of goods 

to be imported by the client. 

8.2. Liquidate letters of guarantee after short periods. 

8.3. Open letters of credit with amounts inconsistent with the nature of the 

client’s activity and size or where the beneficiary is a client’s relative.   

8.4. The client requests to alter the location where the value of the letter of 

credit is to be paid and make it for parties residing outside the 

beneficiary’s country.  

8.5. The client requests changing the name of the letter of credit beneficiary 

immediately before the payment is made. 

9. Establishment of companies incongruous with client’s objectives 

The client’s business in this case is among places known for crimes that result in 

illegitimate money and have political conflicts where extortion, crimes, gangs, drug 

trafficking, smuggling, fraud, and other criminal activities thrive and lead to 

producing large amounts of money that require laundering.  

10. Safe deposit boxes: 

The staff in charge of safe deposit boxes must, in a polite manner and without 

drawing the client's notice, be generally aware of the items that the client wants to 

store in the safe. In the event of suspicion, the client should inquire about the nature 

of the materials to be maintained, and if appropriate indicators are provided, notify 

the Anti-Money Laundering Department as soon as possible. 
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11. Taking advantage of the fund while depositing cash or cheques in order to avoid 

depositing them into the account. 

11.1 The client keeps multiple safe deposit boxes for no apparent reason. 

11.2 The client's use of safety deposit boxes has increased dramatically, indicating 

that he or she stores big sums of money in them.  

11.3 The client frequently visits the box before or after making cash deposits that 

are less than the minimum specified in the instructions. 

12. Investment related transactions: 

1.12. Using the investment account for the purposes of transferring funds to third 

parties, especially offshore areas 

2.12. Dealing with financial securities in a manner that is not commensurate with 

the activity and status of the client. 

3.12. Entering money from abroad and then buying securities. 

4.12. Buying securities with amounts received from abroad and then selling them. 

Seventh: Informing of suspicious activities or transactions 

1. Internal reporting of suspicious activity and transactions: 

All relevant employees in every position must, upon discovery of any suspicious 

and/or suspecting any account or transaction, complete the suspicion form prepared 

by the Palestine Monetary Authority. The form shall be submitted to the Anti-Money 

Laundering and Terrorism Financing Department at the Head Office to take the 

necessary measures.   

• The client should not be alerted or warned that the bank intends to file a suspicious 

report against him. 

• The implementation shall not be completed if there is a significant suspicion of 

unlawful behavior in a particular movement. If you or one of your employees is in 

grave risk as a result of non-implementation, execution may be accomplished. 



27 
 

• A suspicious movement report must be submitted even if the implementation is not 

completed. For example, if the client submits an identity that is clearly forged. 

• To properly fill out a suspicious movement report, you'll need (the client's name, 

address, phone number, date of birth, identification information, and issue location). 

• The suspicious movement report must be filled out immediately after the client's 

departure and a copy of it must be kept with the supporting documents for a period 

of no less than five years and according to the instructions. 

2. External reporting to the Financial Follow-up Unit 

The client's account shall be closed and the business relation with him shall be 

terminated if suspicion exists, and the Financial Follow-up Unit shall be notified. 

3. After the suspicious report, consider the following: 

The Bank will continue to perform due diligence procedures about the client's 

business relationship even if a suspicious report is submitted. 

Eighth: the risk-based approach 

The regulations, methods, and procedures for anti-money laundering and combatting 

terrorism financing have experienced significant modifications and advancements 

on an international, regional, and local level, the most significant of which is the 

approval of the FATF guideline concerning the use of a risk-based approach as a 

successful mechanism for anti-money laundering and combatting terrorism 

financing, as well as focusing resources on high-risk flaws. Simpler measures are 

taken in the event of minimal risks. As a result, and in accordance with the FATF's 

guidelines, the Palestinian Monetary Authority's directives, and international 

standards, the Bank has adopted a risk-based approach in monitoring its business, 

clients and their transactions based on identifying, evaluating and understanding the 

threats and risks of money laundering and terrorism financing and the penalties that 

may be exposed to it. It has also taken the measures and controls to reduce and 

mitigate them. 

This approach necessitates identifying the threats, weaknesses, and potential 

consequences, as well as conducting a comprehensive review of the systems, 

measures, and controls in place to combat money laundering and terrorism financing, 
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in order to identify the points that could be exploited to commit these crimes, which 

necessitates the following: 

1. Determining the risks that the bank may face if it violates or fails to comply 

with relevant laws, regulations, and instructions, such as financial fines, legal 

proceedings, boycotts, reputational risks, and others, all of which have a 

significant impact on the bank, its clients, shareholders, and related parties. 

The risk management is an inherent component of all of the bank's activities, 

not just the risk management department. The management and all employees 

at all levels have a unique duty in analyzing their risk environment, putting in 

place suitable controls, monitoring their efficacy, and reinforcing a risk 

management culture. 

2. Taking appropriate action by tracking, monitoring, and reporting Key Risk 

Indicators (KrIs), which include two types of indicators: 

 Qualitative Indicators: 

Transparency, the complexity of the ownership structure, the risk culture quality 

(conservative or risky), the extent to which the applicable laws and regulations are 

followed, the history of sanctions, and indications connected to the institution's 

reputation. 

 Quantitative Indicators: 

Client size, years of business, type of client, geographic location, products and 

services, and service and product distribution methods 

These indicators are divided into two types of risks: 

 Structural risk: 

They are structural characteristics of an institution or company that are unrelated to 

the activities it engages in yet may influence its risk of money laundering and 

terrorism financing, such as the company's structure and years of existence. 

 Activity Risks: 

These include the hazards posed by clients, their actions, their location, as well as 

the products and services they receive and the channels via which they are delivered. 
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The activity risk indicators are one of the most important aspects of risk analysis, 

and they are classified into four categories: 

- Client types and actual recipients (existing and potential) 

- The bank's products and services  

- The client's geographical region and activity (both internally and externally, 

taking into account the Financial Action Task Force (FATF), OFAC, 

European Union lists, and other lists authorized by the bank) 

- The service delivery channels (including the techniques/technology used to 

provide the service, taking into account the emerging risks associated with 

digitization and technological solutions, where technological means and 

solutions, as well as electronic platforms, can be exploited, and the misuse of 

international and humanitarian aid funds and others in money laundering and 

terrorist financing crimes) 

3. Any risk that is taken must be in compliance with the Bank's risk appetite policy, 

which must be based on the most up-to-date international norms and practices. 

4. Residual Risk and Inherent Risk: 

The results of the money laundering and terrorism financing risk assessment must 

be taken into account for the bank's products and services, and their exposure to 

money laundering and terrorist financing risks must be calculated using the approved 

methodology. In addition, on an annual basis, share the results with senior 

management and the competent board committee, as well as design a risk-reduction 

strategy. Sanctions risk factors, blacklists, third-party dealing, transparency, 

liquidity (cash-intensive), payment speed, and manual transaction processing are all 

part of the inherent risk strategy. 

5. Product and service risk assessment: 

Risks of money laundering and terrorism financing for bank products and services 

must be recognized and assessed using the following criteria: 

1.5. Anti-Money Laundering and Terrorism Financing Department: 

Participating in identifying and assessing money laundering and terrorism financing 

risks for new services and products before launching them, and conducting a 
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periodic assessment of anti-money laundering risks for existing products and 

services. 

2.5. Risk Management Department: 

Participating in defining, evaluating and measuring the risks of new services and 

products before launching them, studying the evaluation of existing materials and 

products, and setting the necessary controls to reduce their risks. 

6. Risk Self-Evaluation: 

6.1. The Bank conducts a periodic comprehensive self-assessment process at least 

every two years and as needed, or when cases or concerns arise regarding financial 

crimes that may occur through the Bank's network or newly developed electronic 

channels or mechanisms, to assess potential threats and risks and prepare a plan to 

correct/remediate the shortcomings. 

6.2. The self-assessment process is led by the Anti-Money Laundering and Terrorist 

Financing Liaison Officer, and it is documented for examination and identification 

of the effectiveness of the bank's controls, as well as the formulation of treatment 

and corrective directions to mitigate or minimize risks. On request, the Monetary 

Authority receives the self-assessment document, together with its results and 

rectification plan. 

6.3. The self-evaluation policy is based on four main axes (clients 50%/ geographic 

locations 20%/ products and services 20%/ distribution channels 10%). 

7. Classification of clients according to risk degree and actions taken according 

to the degree of risk 

The Bank classifies its clients according to the standards of (account type, nature of 

client’s activity, method of opening account, type of account, extent of activity, 

nature of transactions occurring to the account, history of client’s dealing with the 

bank, nationality, and the services the bank delivers to the client). These standards 

are assessed every year and reflected on the procedures to be taken in accordance 

with the instructions issued by relevant departments. The following table shows the 

degree of risk of clients according to their categories or activities. 
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The procedure CDD 

and EDD 

Category/risks Type of client 

No accounts shall be 

open for such clients in 

the Bank 

Very high risks - Clients listed on international prohibition 

lists 

- Clients from non-compliant countries 

according to FATF classification  

Obtaining the 

necessary approvals 

and according to work 

procedures in particular 

+ 

Enhanced care 

measures for some 

cases 

High risks - Clients from foreign countries that the 

Bank has no previous experience of 

dealing with where such countries are 

known for drug trafficking, arms dealing, 

financial corruption, tax evasion, money 

laundering and terrorism financing. 

- The countries that are still under 

observation of FATF –updated from time 

to time  

- Charitable societies, non-profit non-

governmental organizations 

- Exchange  stores, offices and companies 

- Politically exposed persons 

- Gold and car dealers 

- Accounts managed by power of attorney 

by bank staff  

- Contractors and real estate brokers 

- Accountants and accounting offices 

- Lawyers and law firms 

- Dealers of precious metals and gemstones 

- Stocks 

- banker 

- According to the 

required 

documents 

- According to the 

work procedures 

Medium risks - Non-resident persons  

- Joint and family accounts that are managed 

by a power of attorney 

- According to the 

required 

documents 

According to the work 

procedures 

Low risks - Natural and legal persons included in the 

classification above and resident clients 
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8. Classification of the client’s degree of risk when opening the account (establishing 

a business relationship): 

The client's degree of risk when opening the account is categorized as low / 

medium / high risk, according to the following main elements: 

1.8. Ban and Freeze Lists: 

Listed clients are considered high risk and no accounts are opened for them. 

2.8 . Geographical area: 

Where the client's residence, place of establishment, and operations for legal entities 

are known. A person living in a high-risk geographical area, or a firm registered in 

a high-risk country, is considered to be more dangerous than someone who lives or 

works in a low-risk area. If a country or region fails to establish an effective anti-

money laundering and terrorist financing program, or if it is known to be a tax haven, 

and it is considered high-risk. It is represented in the following areas:  

• FATF-designated high-risk countries with strategic flaws in their anti-money 

laundering and anti-terrorist financing systems, as well as non-cooperative 

countries (they do not have sufficient systems). 

• Countries that have been sanctioned by the FATF or the UN. 

• Areas on the border between nations with a history of conflict and terrorist 

financing. 

• According to the Global Transparency Index, these are the world's most corrupt 

countries. 

8.3. Information on the client in general: 

It includes negative information or news published about the client (Adverse Media), 

such as the presence of a negative reputation for the client or published news about 

his involvement in money laundering or terrorist financing cases, even if his name 

is not on the ban lists, making it a major and high-risk situation. 

8.4. Work/activity nature: 

This classification is based on the following criteria: 
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• The economic sector in which the client operates. Clients who work in the 

jewelry industry are deemed to be at a higher risk than those who work for the 

government. 

• Legal form 

• The position of the client, whether the client is politically exposed or not. The 

client who is politically exposed is considered to have a higher risk than the 

client who does not occupy a political position. 

 The client is classified here according to the nature of his work or activity as 

follows: 

• Income source: A client with a low-income source is less risky than a client 

with a high-income source, since clients with a high-income source are 

considered to be more vulnerable in terms of the degree of exposure to 

money laundering and terrorism financing risks. 

8.5. Risk Level of Purpose of Opening Account 

For example, a client who opens an account with the intention of receiving a salary 

has a lesser risk than a client who opens an account with the intention of purchasing 

virtual currency such as Bitcoin or receiving donations. 

8.6. Risk Level of Products 

The degree of risk associated with products and services is classified based on the 

product or service's nature. If the client's identity cannot be revealed or if big 

quantities of currency or currencies are involved, it is deemed high. In addition to 

cross-border transactions like foreign cheques and cash deposits. A client who opens 

an account to save is considered to be a lower-risk client than one who opens an 

account to earn selling points or to open a current account to make and receive 

external transfers. 

8.7. Risk Level of Source of Wealth: 

A pension, for example, is a low-risk wealth source, whereas an inheritance is a high-

risk wealth source since it is hard to track the source of money. 

8.8. Risk Level of channels used in the financial transactions includes: 
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 Online services:  Financial Transactions that rely on online channels, such as 

Internet banking, mobile banking, and POS, are considered high-risk. 

 The client who relies heavily on ATMs or Internet banking for the majority 

of his remittances and financial transactions (rather than face-to-face) is 

considered to be more risky than the client who relies less on online channels. 

 Services or communication channels that do not require direct contact with 

clients (no direct, face-to-face relationship with the client). 

 Agents 

 Brokerage Companies. 

 Third parties (such as telecommunications companies). 

8.9. Emerging risks: 

 Fraudulent transactions that avoid due diligence measures, particularly when 

establishing business relationships or through the exploitation of other people 

in the business relationship, as well as the collection of funds for illegal 

purposes; the fabrication of medical deals using financial products and 

services such as letters of guarantee and documentary credits; and investment 

fraud, particularly in the medical supplies trade. 

 The exploitation of online means, such as online platforms, to conceal sources 

that may be illegal concerning cash flows and remittances. Furthermore, the 

exploitation of some clients, particularly the elderly, for online fraud, the 

possibility of creating fake accounts for medical companies, the possibility of 

developing a program on mobile phones and computers to use them to access 

people's bank accounts, and the sending of fake messages by some criminals 

to exploit clients by obtaining their financial data, 

 Misuse of government funds or international and humanitarian assistance, 

embezzlement or mismanagement of assistance. 

 Exploitation of humanitarian cases and international fund-raising conditions 

to finance terrorism, and misuse of nonprofit organization (NPO). 

 Exploitation of fluctuations in the financial sector and the economic situations 

of financial institutions and corporations in order to conceal illegal proceeds 

in legitimate economic activity such as acquiring projects in liquidation, etc.  

 Actual and predicted account movements. 
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9. Classification after account opening: 

After opining the account, the client's account movement will be monitored. Then, 

determining the risk factors throughout the client's account life cycle and the client's 

overall risk level, which may change, for example, from low risk to medium or high 

risk or vice versa, are calculated on the basis of several factors other than those used 

to assess and classify the client's risk at account opening, including, but not limited 

to: 

 Account movement and activities, as well as alerts about abnormal 

transactions on the account and their compatibility with what was approved 

when the account was opened . 

 Suspicious about the data's veracity , 

 Changing the client's occupation to one that is high-risk. 

10.Risk Appetite and Admission Policy 

10.1. Risk Appetite: 

The Bank's risk appetite is summarized in the following basic rules: 

 Zero tolerance for cases of non-compliance and violations of regulations and 

instructions that expose the Bank to the risk of money-laundering and 

terrorism financing: 

 Zero tolerance for the deliberate facilitation of financial offences or fraud and 

violations of relevant regulations, instructions and policies, so the Bank has 

no appetite for accepting money laundering and/or terrorism financing risks 

(Zero Tolerance for ML/TF risks). 

 Avoid any financial operations or transactions of individuals or entities 

believed to be involved in illegal or unlawful conduct. 

 Avoid risks that could jeopardize the Bank's strategic plans, including 

activities that could make the Bank exposed to any kind of public or private 

litigation, which could harm the Bank's reputation and cause a bad 

relationship with relevant regulators. 

 Avoid or limit business with any client segment for whom the administration 

considers the bank's management measures are incapable of protecting the 

bank from its unacceptable risks. 

 The Bank reserves the right to refuse or terminate a business relationship with 

any client, to refuse to accept deposits, or to perform transactions that are 

incompatible with the bank's risk acceptance policy. 
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 The bank will only transact with reputable clients who utilize their products, 

services, and related accounts for legitimate purposes and whose identities can 

be recognized and verified. All financial transactions involving exchangers/ 

associations, and politically exposed person will be subject to enhanced due 

diligence. 

10.2. Client Acceptance Policy (Prohibited and forbidden relationships): 

The Bank shall not accept or deal with any of the clients or parties that engage 

in any of the following prohibitions, and in the event of an existing 

relationship with the bank, it shall be terminated immediately. 

 Anonymous accounts: 

- The Bank shall not establish a relationship, open an account, or 

transact with individuals/persons/companies and/or any 

anonymous, fictional, or encrypted body and/or institution utilizing 

fictional, or pseudonyms or numbers and symbols to disguise the 

client's name or identity. Such incidents must be reported to the anti-

money laundering Liaison officer as soon as possible. 

- If the bank has an adequate justification for maintaining the 

confidentiality of the client's information, approval from the Anti-

Money Laundering and Terrorism Financing Liaison Officer and the 

General Manager  is required. A confidentiality agreement must be 

signed with the client, stating that the account will be subject to 

disclosure in accordance with legal and regulatory obligations, and 

that the liaison officer must have access to the account data and 

information. 

 Fictional Institutions: 

The Bank shall not establish or maintain a business relationship with 

anonymous accounts, companies, banks, or individuals who do not have an 

actual existence, nor shall it establish or maintain a relationship with a 

correspondent bank in a foreign jurisdiction that allows its accounts to be 

used by fictitious banks or institutions. If there is any doubt in the Anti-

Money Laundering and Terrorism Financing Department in this regard, the 

actual existence and absence of a relationship with fictitious institutions 

must be verified in an appropriate manner before or after the establishment 
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of the business relationship, and a suspicion report must be sent to the 

Financial Monitoring Unit. 

 People included in the Sanction Lists: 

The bank shall not accept to establish, deal with, or maintain a business 

relationship with any client or party listed in any of the ban or sanctions lists, 

nor shall it act as an agent or on behalf of, or in the interest of, any person, 

party, or government named in any of the ban or sanction lists, or if it is 

prohibited by the Inforce  law or regulations (for example, but not limited 

to, EU, UN, OFAC, or UN Local List, that is issued by the Security Council 

Executive Committee in Palestine according to the Monetary Authority 

letters).The bank shall not continue to deal with them if it is found that they 

are listed later after opening the accounts. 

 Entities/countries Subject to Sanctions: 

- The Bank shall not provide any product, enter into any contract, or 

conduct any transaction for the benefit of sanctioned individuals or 

entities. Furthermore, the Bank shall refrain from entering into a 

relationship with an entity or individual related to countries or 

entities subject to sanctions, by using an international research tool, 

such as Know Your Country, which provides data and information 

to identify and assess the countries risks, countries subject to 

sanctions, and high-risk countries, as well as  the Basel AML Index, 

which is used to classify the country's risks, and  the list of the "high 

risk" Financial Action Task Force (FATF). 

- No accounts shall be opened for any banks and/or institutions 

included in the non-compliant countries list. 

 Tax evasion: 

The Bank shall not accept or tolerate tax evasion or facilitate activities or 

transactions that can be interpreted as a tax offence, whether committed by 

its partners, staff, or agents, or those who knowingly assist or encourage tax 

evasion, and shall not intentionally participate in transactions that facilitate 

tax evasion. 

 

 

 Deliberate violation of law, instructions and misuse of account: 
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- The bank will not accept accounts with deliberate violations of law, 

regulation, or policy relating to financial crime and fraud, as well as 

repeated, unintended, or accidental violations of law, regulation, or 

policy relating to financial crime and/or fraud. 

- Bank shall not accept accounts misused in money laundering, 

terrorism financing or fraud. 

 Fraud and Deception:  

The Bank shall not accept fraud, deception or any other manifestation 

thereof, regardless of its source, whether committed by clients, Bank staff 

or third parties acting on behalf of the Bank. The bank takes all suspected 

fraud or deception complaints seriously and responds thoroughly and 

equitably. 

  Refuse to cooperate with the bank:  

The bank will not maintain accounts for clients who refuse to provide the 

required information or documents. 

 Accounts through an agent or broker: 

The bank shall not accept accounts created by an agent or financial 

intermediary and under its name for a group of clients without revealing 

their names and transacting in the account for this group without 

knowing their identities or communicating with them (disguising the 

true beneficiaries). 

 Exploitation of correspondence relationships: 

The Bank shall not accept a business relationship that would result in the 

exploitation of its correspondent relationship to gain access to or perform 

transactions through the financial system with which the bank deals. 

 Opening accounts without personal presence: 

Accounts shall not be opened in correspondence with non-resident persons 

without verifying their original identity and personalities using the 

appropriate means. 

 Reluctant clients with American indicators: 



39 
 

No accounts shall be opened for clients who have indications that they are 

American and refuse to sign the appropriate forms. 

 Accounts associated with offences: 

- The bank shall not accept accounts associated with offences such as 

illegal manufacture and trafficking of weapons and ammunition, 

human trafficking, pornography, etc. 

If the bank is unable to fulfill its obligations to provide the ongoing due 

diligence mentioned in the policy, it shall not establish or maintain a 

business relationship and it will be necessary to submit a suspicion report 

to the Financial Monitoring Unit. 

 Point of Sale (POS): 

If the client is high-risk, the account must be opened with the Anti-Money 

Laundering Department's prior approval once the supporting documents are 

attached. (Activity and income, as well as signing the KYC questionnaire.) 

The next data update date will be determined based on the client's risk. If the 

client is at high risk, the Anti-Money Laundering Department must first 

approve the transaction after reviewing the necessary documents. This 

procedure is carried out automatically. 

Ninth: Due Diligence Rules: 

1. Client Due Diligence (CDD) is defined as the set of procedures that a bank must 

follow in order to comply with all relevant laws, regulations, and good work 

practices, reducing the bank's likelihood of being the victim of illegal activities 

by its clients and helping in understanding, assessing, and identifying the client 

and its potential risks, whether there is suspicion or doubt of activity, and then 

determining whether or not to establish a business relationship. The bank must 

not enter into a business relationship with clients who do not fulfill the minimum 

acceptance requirements specified in this policy and in accordance with their 

degree of risk, such that the following is reasonably verified: 

- Identify the clients through verifying the original information, data, and 

documents. 

- Verify whether the client is acting on behalf of another person who has 

a real interest in the account or transaction. 

- Understand the client's identification file, actions, activity, and 

movement of the account. 
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- Understand the purpose and reason for establishing a relationship with 

the bank and the level and size of activity. 

- Understand the source of the client's wealth and money. 

- Recognize negative information that is relevant. 

- Assess the risk of engaging in money-laundering and/or terrorism 

financing activities and contribute to supporting enforceable 

resolutions to mitigate various risks. 

2. The level of due diligence required for potential and existing clients varies 

according to the degree of their risks and tendencies, as well as the nature of 

their activities and transactions, as shown below: 

 Simplified due diligence measures (SDD), to identify and verify the 

client, are applied to low-risk clients so as to require minimal 

information, data, and client verification procedures. 

 Standard Level of Client Due Diligence (CDD) measures are applied to 

clients who are not high-risk and are considered mid-risk through 

procedures that are considered to mediate between due and medium-

due diligence and strict or EDD. 

 Enhanced due diligence (EDD) is applied to high-risk clients so that 

information, data, and documents are requested and stricter standards 

and measures are applied to them. 

3. Identification and verification of client: 

Whenever a relationship is established, all relevant clients and parties, 

including the true beneficiary in the case of legal persons, and any other 

person acting on behalf of the client, such as authorized signatories and agents 

of the client, with whom the bank intends to deal based on information 

provided by them and public sources available around them, must be 

identified and the information obtained must be verified in order to understand 

the basic level of risk and determine the client’s degree of risk. This obligation 

falls on the first line of defense, i.e., the staff who are in charge of engaging 

with the consumer and carrying out his/ her request. They must guarantee that 

the evidence acquired is sufficient to validate the identity and personality of 

the client. If they are unable to obtain sufficient evidence or have concerns 

about its adequacy, they must contact the bank's Anti-Money Laundering 

and Terrorism Financing Liaison Officer, who will investigate the matter in 

accordance with this policy and KYC procedures. Furthermore, if the client 

fails to provide proof of identity in a way that allows the bank to comply with 
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the requirements of this policy and any relevant instructions, and the bank is 

unable to obtain sufficient information and documents, the bank's 

implementation of the client's activity or service must cease or be terminated. 

The procedures for identifying legal people include determining the client's 

ownership and control structure, as well as identifying the person or ordinary 

person who owns or controls the client. If the legal entity is a partnership or 

association, the identity of all partners/managers shall be obtained and verified. 

Client identification objectives: 

 Preventing all clients with criminal intent from using the bank to carry out 

activities related to money laundering and financial crimes. 

 

 Enabling the bank to better know, understand, and track the financial 

transactions made by the client in order to avoid the bank's any potential risks 

as a result. 

 

 Developing procedures and controls to limit suspicious operations and 

provide a reporting mechanism within the bank in line with the in-force 

procedures. 

 

 Complying with laws, regulations, legislation, and policies, whether issued by 

regulatory authorities (local or international) or from within the company. 

 

 Take the necessary measures and steps to ensure that all company staff have 

been trained to familiarize themselves with the procedures and the KYC rules 

and money laundering operations. 

4. Deferring the requirements for identifying the due diligence procedures: 

Despite the fact that the establishment of the relationship may not be permitted, 

the identification procedures as approved by National Committee Instruction 

No. 2/2016 may be deferred until after the commencement of the business 

relationship, subject to the following conditions collectively: 

- Completing the verification procedures as soon as possible. 

- The deferral is necessary to complete normal business tasks so that 

there are no risks of Money-Laundering or Terrorism Financing. 

- In light of the deferred cases, research and control the risks of money 

laundering and terrorism financing. 

- The company shall have procedures that are specifically approved and 

clear. 
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- The risk of Money-Laundering and Terrorism Financing is low and 

effectively managed. 

- The names of all relevant parties shall be examined and any problems 

shall be solved as a result of the examination. 

- The client's intended transaction shall not exceed US $5,000 in value. 

- The deficiencies shall be promptly filled out within a period not 

exceeding fifteen (15) working days from the date of the deferral. 

Whenever the completion of the client due diligence procedures is deferred, 

the reasons for the deferral and the extent of the deferral must be clearly 

explained, and it must confirm that all of the aforementioned standards have 

been fulfilled. The officer in charge of direct action in the business 

relationship, as well as the relevant direct manager, must sign thereof . 

If the 15-day extension period expires without the completion of the 

identification procedure, the business relationship shall be terminated. 

5. Blacklisting screening: 

The names of the client and all relevant parties must be screened through the 

blacklists system to decide whether to accept or reject the formation of a 

partnership. If there is a conformity or suspicion of conformity, no business 

can be done with or on behalf of the client until the suspicion is confirmed or 

the conformance is incorrect. If the conformance is found to be correct, the 

relationship shall be denied and any existing relationship, if any, shall be 

terminated. A record of the screening outcomes must be retained for the 

purposes of the client's subsequent reviews. 

For the purposes of blacklisting screening, the client's name must be acquired 

in English, taking into account the style and letters of the name. This may be 

done based on the various documents collected from the client, which may 

reveal multiple spellings or letters of the name in English, as well as name 

abbreviations and any formats in which the name is expressed, all of which 

must be examined with an emphasis on the following: 

5.1. The bank is obliged to screen local (internal bank list) and international 

(ofac, un, eu, French) updated lists when a new client account is opened. 

5.2. Screening all Bank blacklists at least once a year and recording results. 

6. Obtaining additional information to identify the client: 
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For the purposes of better assessing the client's risks and client identification 

and activities, more information shall be obtained, which includes: 

6.1. The purpose of the relationship: 

A clear and recorded response regarding the purpose of relationship 

establishment, the nature of the services sought or requested, the reason or 

reasons for it, and their compatibility with the client's activity shall be 

acquired. 

6.2. Expected level and size of dealing: 

This information must be obtained and utilized to verify that it is 

subsequently compatible with the client's activity and actual handling. 

A reasonable estimate of the size of the transactions expected to be 

performed should be acquired monthly, annually, or for any period so 

that it can be relied on when monitoring and evaluating the client's 

account movement. 

6.3. External transactions: 

Verify if the client intends, desires, or has actual relations or dealings 

outside the country, and ensure that they are not in high-risk or banned 

states or regions.  

6.4. Source of income: 

It is important to know the source of income and any other or additional 

sources of income that will be credited to the account.  

6.5. Source of funds:  

The source of funds has a strong relationship and connection with both 

the purpose of establishing the relationship and the activity nature that 

is supposed to be the source of funds credited to the account. Therefore, 

money transmitted or received from the client's activities or business 

should be verified.  Enhanced Due diligence should be preformed, 

especially in the case of high-risk persons. If the funds are acquired 

from a third party, further documents and supporting documents, such 

as the third party's proof of ownership and invoices related to the client's 

activities, should be collected. 

6.6. Source of Wealth:  

This information can be useful in identifying the sources of collected 

funds (wealth) throughout a period of time. It is also helpful in deciding 

whether the nature of the relationship with the company is appropriate 

and reasonable. In the case of difficulties or a lack of proof of such 

information, relevant employees must use their professional judgment, 

expertise, accurate and comprehensive recording, and a reasonable 

evaluation of the collected information's reasonableness. 
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6.7. Nature of business or activity: 

It is essential to understand the nature of the client's business or activity 

since it is related to the client's money sources, such as the source of 

income or wealth and the money credited to the account. It must be 

recorded how the client earns the money that will be received by the 

bank, which necessitates knowledge about the nature of the client's 

business or activity. Important information about the client can be 

acquired through public sources of information, such as disclosure of 

current investigations or anti-money laundering and terrorism financing 

litigation, sanctions, other serious offenses, or court lawsuits. If any 

negative information is found, the result shall be recorded in the client's 

due diligence register and the liaison officer shall be informed to 

consider the appropriate procedures and controls that should be put in 

place. 

7. Connect the required level of due diligence to the Client’s risk: 

The evaluation, determination, and classification of the client's risk will assist 

in determining the level of due diligence required for the client, which will 

proceed in two stages: 

First, identify the client's preliminary risks while establishing the relationship, 

based on the facts available at the time and in compliance with KYC and due 

diligence requirements. 

Second, once the relationship has been established, the client's total risk level, 

which reflects all that may be at risk of money-laundering and terrorist 

financing, is determined based on the client's transactions, the account's types 

of transactions and movements, and through monitoring his transactions and 

activity, along with KYC information and due diligence. 

8. Simplified due diligence (SDD): 

Simplified Due Diligence procedures and measures shall be applied for low-

risk clients in accordance with National Committee Instructions No. 2/2016. 

However, it shall not be applied if there is knowledge, doubt, or suspicion that 

the client is involved in money laundering or terrorism financing, or if the 

transaction is carried out on behalf of another person involved in money 

laundering or terrorism activities, or if the transaction's primary objective is 

to breach or override any restrictions imposed by the instructions. It is also 

not applicable to high-risk clients. 

Prior to implementing SDD procedures, it is necessary to verify the papers 

and documents that must be provided to support the client's classification as 
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low risk and verify if the client falls into the category of low-risk client. This 

shall be done prior to opening the account or establishing the relationship. 

Furthermore, SDD procedures shall be applied to legal persons and direct 

evidence from the consumer is not required. However, the client's identity can 

be independently confirmed through a copy or report published on the 

supervisory or regulatory authority's website, or a report published on the 

Palestine Exchange website, or a government resolution or document, or 

under legal legislation, or a well-known and credible third party confirmation, 

where available. 

- Ministries, authorities, and governmental and parastatal companies. 

- Companies listed in the stock market and subject to supervision, control, 

and disclosure requirements imposed on public companies in accordance 

with internationally accepted disclosure standards. 

- Reputable and well-known companies, such as long-established private 

companies with documented activities and well-known sources of funds, 

as well as their owners and observers' well-known sources of funds. 

9. Enhanced Due Diligence ( EDD):  

EDD measures shall be taken in cases where they are required by law or 

relevant instructions, and high-risk clients, and shall include the following 

requirements: 

- Further verification of the client's identity 

- Verifying the sources of wealth and funds 

- Assuring that the source of the first transaction (if it is not a cash deposit) 

from a bank account under the client's name in a bank subject to the 

Palestinian Monetary Authority (PMA) or corresponding Supervisory 

Authority. 

- Considering the client's general and negative information 

- Continuous surveillance "More due diligence and constant monitoring of 

client transactions are required." 

- Approval or recommendation of the liaison officer/senior management: 

Obtaining the necessary approvals to establish the relationship and/or 

continue the business relationship with the client. 

10. Due diligence of suppliers and service providers: 

Generally, a business relationship may not be established before the supplier 

or service provider has been subjected to sufficient due diligence procedures. 
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Using the blacklist system to identify and screen companies or institutions and 

their owners as part of procurement due diligence procedures, Furthermore, 

in compliance with the requirements of this policy, get access to material or 

advisory services prior to the establishment of the business relationship. The 

bank liaison officer  shall obtain and review the necessary documents, 

including identification documents and registration certificates, in order to 

apply the appropriate level of due diligence. The establishment of a 

relationship with a supplier or service provider who is incompatible with this 

policy requirements policy shall be rejected. 

- The Bank shall preserve the necessary records, paperwork and documents 

to submit it to the authorized the authorized auditing, supervisory or 

regulatory authorities, whether inside and outside the Bank, if requested. 

11. High Risk Clients:  Due diligence procedures are applied in particular, to the 

following categories of clients as being of high risk regardless of the client risk 

assessment's outcomes : 

11.1. Non-resident clients:  

Adequate controls shall be put in place to verify and certify the identity 

of non-resident clients, and all enhanced due diligence requirements must 

be applied in accordance with the KYC procedures. 

11.2. Money Exchangers:  

Despite their Monetary Authority license, exchange companies and 

shops are considered high-risk because they deal with transient and non-

resident clients, do not maintain a documented relationship with clients 

except for a very small number of clients, use minimum identification 

requirements to conduct the transaction, and perform many currency 

exchange operations on a frequent basis. As a result, the process of 

opening an account or establishing a business relationship with these 

companies must be subject to enhanced due diligence (EDD) procedures, 

acquire approval from the relevant departments and the General 

Manager, and be monitored on a constant basis. 

11.3. Politically Exposed Persons (PEPs)  

They are ordinary persons, whether Palestinian citizens or foreigners, or those 

related to them, as defined in the PEPs definition under the instructions of the 

relevant regulatory authorities, and as set out in this policy, and include 

persons known to be close partners of such persons, such as directors and 
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authorized signatures, etc. They are highly exposed to financial and 

administrative corruption because of their extensive power, access to public 

funds, and abuse of power. 

 Those clients shall be subject to strict and consistent screening, due 

diligence procedures, and KYC, and when the relationship is established, 

the General Manager Deputy's consent shall be acquired. 

 An internal list of political persons shall be preserved to verify the 

"KYC" data, and to examine public information about their identity. If 

an existing client is or later found to be politically exposed, his/ her 

information shall be reviewed, as well as the enhanced due diligence 

requirements shall be applied thereof. 

 Persons listed in this category shall complete the Account Opening  

Annex Form related to compliance monitoring, which includes more data 

and information, including: 

 The nature of the account holder's business. 

 Sources of income and funds. 

 Purpose of opening an account and (trading size, trading duration, 

identification of listed markets or companies)... 

 Account of expected future operations 

 Data of authorized signatories or agents. 

 The reason for being classified as a person of political status 

 The real beneficiary of the account and his/her data 

 The company shall take adequate action to ascertain the sources of 

wealth of the real clients and beneficiaries who fall into this category. 

 The company's relationships with those consumers shall be thoroughly 

monitored and pursued continuously. 

11.4. Charities, Nonprofit Organization and Companies:  

These are high-risk organizations because they are primarily involved in the 

collection or distribution of funds within the framework of programs and 

activities concentrating on social services, education, health care, charitable, 

religious, and cultural activities, etc. The mechanism for collecting and 

disbursing funds for various purposes is particularly vulnerable to exploitation, 

such as utilization in money-laundering or terrorism financing, as well as 

inadequate controls over such activities, subjecting the bank to reputational 
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and/or financial risks. Enhanced Due Diligence (EDD) procedures shall be 

applied if any of the following indicators are available: 

• If the entity is an affiliation of a foreign organization, and its headquarter 

located in a high-risk country or a country under enhanced supervision 

within the lists issued by the Financial Monitoring Unit and/or have 

branches in those countries, 

• It has a business relationship or relations with high-risk countries, states 

under enhanced supervision or countries under the procedure of 

monitoring the level of progress in compliance with the FATF standards. 

• The size of its annual revenues is over $100,000 USD, and the main 

activity is service activities. 

• A suspicious report has already been submitted to the monitoring unit, or 

a query or request for information has been received from competent 

authorities. 

11.5. High risk Clients in regard of money laundering and terrorism financing. 

11.6. The Bank shall classify all its clients according to the degree of risk related 

to money-laundering and terrorism financing, taking into account the 

following: 

 The extent to which the client's account operations and movements are 

commensurate with the nature of its activity. 

 The extent to which the complexity of the accounts opened with the 

bank, the overlap between them and their degree of activity. 

11.7. Clients from countries that do not have adequate systems of Anti- Money-

Laundering and Terrorism Financing: 

If the transactions include clients from countries with insufficient anti-

money-laundering and terrorism-financing systems, the Bank should pay 

particular attention to such operations and carefully examine them. If it is 

discovered that the transaction(s) are not supported by clear economic 

justification, and the bank is unable to identify the circumstances and 

purposes of the transactions, the transaction shall be reserved, and the bank 

shall refrain from carrying out such transactions. 

11.8. Accounts of foreign entities and advisers: 
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The Anti-Money Laundering Department of the Bank shall ensure that the 

account activity of foreign entities is compatible with its purpose, the 

nature of the entity's activity, and the absence of any foreign account 

movements that are incompatible with the purpose of opening the account. 

11.9. Client data shall be updated according to the risk-based approach, 

instructions, and laws in force.  

12. Know Your Employee: 

The use of the know-your-employee principle is one of the most significant 

considerations when it comes to the risks that may arise from staff. This is due 

to the employee's ability to access information, especially sensitive 

information, and the powers granted to him/her, as well as the risks of 

engaging in money-laundering actions such as bribery, fraud, forgery, 

exploitation of job positions, facilitation of suspicious transactions, etc. 

Furthermore, know your employee measures shall be applied at two levels: 

 Before or upon appointment, 

Consideration should be given to the appropriate selection of 

employees before or upon appointment, and they should examine their 

career profiles and ensure that the candidate for employment in the 

company is not listed on any of the approved prohibition lists. 

 On-the-job staff: 

The procedures followed on or before the appointment should be re-

verified, and their behavior should be monitored, since this may 

indicate the employee's involvement in money-laundering and 

terrorism financing activities, such as: 

 The employee’s standard of living and expenditure are 

significantly high and not compatible with the monthly income. 

 The employee avoids any vacations. 

 The employee repeatedly skips control procedures and follows 

the policy of elusive during the course of his/her work. 

 The employee assists in the execution of operations in which 

the end beneficiary or the other party is not fully known. 

 The employee exaggerates the credibility, ethics, ability, and 

financial sources of the client, in particular in his/her reports. 
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Tenth: Reports:  

The Director of Anti- Money Laundering and Counter-Terrorism Financing 

department shall submit reports periodically to the competent Board's Committee, 

covering at least the following fields: 

1. Violations and recommendations 

2. Changes in the department’s staff. 

3. The fines that the bank may be exposed to and the reason for that 

4. Statistics on anti-money laundering activities and actions carried out 

during the year. 

5. Screening methodology on blacklists and any fundamental changes to 

client risk classification. 

6. Business risk assessment (including inherent and residual risk registers), 

prevention, detection, processing, and termination of business 

relationships. 

7. Training and development with regard to anti-money laundering, terrorism 

financing and fraud. 

8. Immediate reports of any high risks concerning anti-money laundering, 

terrorism financing, and related sanctions are required. 

9. Evaluate the adequacy and effectiveness of bank policies, procedures, 

regulations, and supervisory controls that prevent involvement in money 

laundering and terrorism financing. 

10.  Refer to internal and external reporting in the semi-annual report. 

11. Results of the self-assessment of the bank's products and services 

12. Developments and improvements in the anti-money laundering and 

terrorism financing environment 

Eleventh: Training and Awareness 

1. The bank shall have, on an ongoing basis, appropriate training 

programs for anti-money laundering and Counter-Terrorism Financing. 

2. The training programs will cover all bank employees at all levels. 

3. Training programs shall be held frequently to maintain the adequate 

level of knowledge and competence of staff in accordance with the 

annual liaison officer scheme. 

4. All bank employees are required to attend the planned training 

programs on anti-money-laundering and terrorism financing. 
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5. The training shall be carried out in coordination with the Training 

Department, in accordance with the program developed by the Anti-

Money Laundering and Counter-Terrorism Financing Liaison Officer 

for all bank staff, including managers and supervisors, operations 

officers, fund employees, direct-to-public client service and finance 

officers, and new employees. The training program must also include 

second-line defense officers, such as anti-money laundering and 

terrorism financing officers, as well as a third line of defense. 

6. The programs should be developed according to the needs of each 

functional level in the bank. 

7. The training program includes at least: 

7.1. The legal and regulatory responsibilities and obligations imposed 

on the bank and all of its employees. 

7.2. Sanctions resulting from the violation of the Anti-Money 

Laundering and Counter-Terrorism Financing Regulations. 

7.3. The bank employees’ role in protecting it from any breaches or 

violations of the law and instructions. 

7.4. The methods and ways used in money laundering and terrorism 

financing. 

7.5. The policy and procedures of the bank with regard to anti-money 

laundering and terrorism financing and the relevant instructions. 

7.6. Know your client's policy. 

7.7.  Indicators of suspicion 

7.8. Internal reporting procedures (internal reporting). 

7.9. The mechanism for dealing with suspects as instructed 

7.10. Identification requirements. 

7.11. Requirements for record /registration retention. 

8. Training materials for Anti-Money Laundering and Counter-Terrorism 

Financing shall be annually reviewed and updated at least once, when 

needed, and in the event of changes in the law or instructions. 

Twelfth: Rules of Keeping Records and Documents 

In accordance with the provisions of article 10 of the Decree Law on Anti-Money 

Laundering and Counter-Terrorism Financing, the Bank preserves all records and 

documents as follows: 
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1. According to Article 10 of the Anti-Money Laundering and Counter-

Terrorism Financing Decree Law, the period for which records and 

documents shall be kept shall be no less than ten years as of initiating or 

terminating a transaction or terminating the business relation or as 

instructed by management. The minimal period; however, shall be as 

indicated by the law. 

2. The date upon which the period for keeping records and documents is 

defined varies by type as follows: 

2.1. The records and documents of real clients and beneficiaries: 

These records and documents shall be kept for at least ten years from the 

closing date of the account or the end date of the transaction for clients 

who do not have bank accounts. 

2.2. The records and documents of clients’ operations: 

These records and documents shall be kept for at least ten years as of the 

closing account date or end date of transaction for operations of clients 

without bank accounts.  

2.3. Other records and documents: It is taken into account to keep the 

following records and documents for at least ten years as follows: 

2.3.1. Unusual operations reports as of the report issuance date. 

2.3.2. The records of suspicious operations sent to the Anti-Money 

Laundering and Terrorism Financing Department as of the 

date of delivering such records or when a decision or final 

sentencing is made with respect to such operations, whichever 

farther.   

2.3.3.  The documents and reports of suspicion, which are decided 

to be kept by the Director in charge of the Anti-Money 

Laundering and Terrorism Financing Department as of the 

date the decision is taken.    

2.3.4.  The records of training programs as of the training program 

end date. 

3. All transactions' original documents, whether local or external, must be 

kept for at least ten years from the date of commencement or termination 

of the financial transaction, regardless of the continuation or termination 
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of the business relationship, but no less than five years from the date of 

account closure, and include, in particular, the following: 

3.1. Copies of the transaction/operation parties 

3.2. The nature and date of the transaction 

3.3. Transaction type and amount 

3.4.  Source of funds. 

3.5. Forms, orders, and instructions used in the transaction 

(withdrawal, deposit, transfer, cheques, etc.). 

3.6. Funding Purpose or Destination. 

3.7. Type and number of the transaction account. 

4. Paperwork and documents related to opening accounts for natural and 

legal persons shall be kept for a period of not less than 10 years, such as: 

4.1.  Certificates of registration. 

4.2. Form/application for opening an account. 

4.3. Identification documents (ID cards, passports, driving licenses, 

etc.). 

4.4. Copies of correspondence relevant to the business relationship. 

4.5. Any risk assessment has been carried out. 

4.6. Any verification conducted to identify the client and the 

purpose of the transactions. 

5. Documents and records of any transaction performed for clients who have 

no bank account (occasional clients) shall be kept for at least 10 years from 

the transaction execution date. 

6. Records and reports of unusual operations shall be kept for at least 10 years 

from the report's issuance date. 

7. Records and documents relating to suspicious transactions, as well as the 

results of suspicious transactions analysis, should be kept for at least ten 

years from the date they were delivered to the Financial Monitoring Unit, 

or until a final judgment on the operation is issued in the case of 

investigative cases, or until final instructions from the relevant supervisory 

authority, whichever is longer. 

8. Documents, data, and information relating to client due diligence (EDD) 

shall be kept for at least 10 years. 

9. Documents of inspections and special alert investigations resulting from 

the financial movements control system and conformity with the ban and 

freezing lists and their closure shall be kept for at least 10 years from the 

business relationship termination date with the client. 



54 
 

10. Records of training programs shall be kept for at least 10 years, provided 

that they shall include data on all programs delivered to staff at the bank 

in regard to Anti-Money Laundering and Counter-Terrorism Financing, 

such as: 

10.1.  The name of the employee/ trainee. 

10.2. Sections/departments where trainees/employee work. 

10.3. Date/period of training. 

10.4. Duration of training. 

10.5. The party delivering the training (internal/external). 

10.6. Context of training program/training subjects. 

10.7. Training site/venue. 

10.8. Training evaluations. 

11. Safekeeping of all records, documents, and reports, as well as keeping 

extra copies of records and documents in another place. The method of 

safekeeping must be simple and allow for easy access and retrieval of 

stored records and documents. Furthermore, any necessary data or 

information must be made available in its entirety and without delay. 

Thirteenth: Anti-Fraud Policy:  

First: Introduction:  

The risks of fraud, embezzlement, and counterfeiting apply to all business 

sectors and are not limited to any particular institution in the private sector, 

whether the institution is financial, industrial, or service. Furthermore, 

manipulation, fraud, embezzlement, and counterfeiting adapt to changes in 

every industry. Manipulation, fraud, embezzlement, and forgery continue to 

occur notwithstanding internal audit, monitoring, investigation, conditions for 

independent external auditors, and professional codes of conduct. Client fraud 

occurs when criminals persuade or deceive clients into transferring funds to 

the criminal or his/her associates. Vulnerable individuals in society, 

particularly the elderly, are often victims. As a result, the elderly and 

dependents should be asked whether they have met the beneficiary, and most 

frauds include the victim's belief that he /she will earn financial gain or that 

he /she is assisting a friend or relative. 

Second: Objectives:  

This policy is designed to achieve the following objectives: 
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1. Reducing manipulation/fraud/embezzlement/ counterfeiting inside the 

bank. 

2. Establishing working and control procedures to deal with cases of 

manipulation /fraud/embezzlement/ counterfeiting when they occur. 

3. Reducing risks and the potential impact of manipulation/ fraud/ 

embezzlement/ counterfeiting. 

4. Recovering losses arising from manipulation/ fraud/ embezzlement/ 

counterfeiting. 

5. Developing (establish) a culture and environment that encourages the 

reduction of manipulation/ fraud/ embezzlement/ counterfeiting. 

6. Determining reporting responsibilities and taking appropriate action in 

the case of incidents involving fraud, counterfeiting, manipulation, and 

embezzlement. 

Third: Types of Embezzlement 

1. Internal Embezzlement Operations:  

It refers to embezzlement from the bank and/or client accounts committed by 

a bank employee or employees, whether alone or in collaboration with 

individuals outside the bank. 

2. External embezzlement Operations: 

Despite the fact that these operations are less common than internal ones, they 

are emerging at a rapid pace because of the widespread use of some high-tech 

tools, such as the widespread use of smuggling stolen credit cards and access 

to proper cards, although there are irregularities in their issuance process. 

Fourth: embezzlement methods:  

1. Direct embezzlement 

2. Embezzlement with trick 

3. Carrying out unethical acts with the intent of unlawful gain, such as: 

3.1. Purchase of non-standard materials. 

3.2. Fake car maintenance procedures 

3.3. Exchange of fictitious business value 

3.4. Forgery in preparation for embezzlement. 

3.5. Replacement of materials with lower quality materials. 

3.6. Destruction of accounts or paperwork. 
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3.7. Account manipulation: withdrawal from one account, money 

exploitation, and later deposit of the amount into another account; 

withdrawal of a cheque to a second account, depositing it into the 

first account as a cover for the first withdrawal. This process 

succeeds because the embezzler has the authority to manage both 

the relevant accounts. 

3.8. Deposit manipulation: occurs when an employee embezzles 

money from a client while depositing it. The embezzled amount is 

then partially covered by the deposit of another person or third 

party, and so on, while the embezzling employee records the 

details of the embezzled transactions in a record that he or she 

keeps. 

Fifth: Common types of client fraud 

1. Pre-paid advanced fee trick: The victim is required to pay fees in 

advance for financial services that are not provided at all. 

2. Anti - virus trick: The fraudster, posing as a well-known software 

company, contacts the victim, claiming that a virus has been detected 

on his/her device. To remove the virus, he/she asks for a transfer of 

money through a money exchange or credit card. 

3. Charity trick: The victim is contacted by a person requesting him to 

send a donation to an individual in order to help the victims of an event 

(war, natural disasters, ...).  

4. Emergency trick: The victims are led to believe that they are sending 

money to help a relative or friend suffering from an emergency. 

5. The employment trick: the victim responds to a fictitious job 

advertisement, by which the fraudster sends a cheque in an amount 

excess the value of the employment expenses. Then requests the victim 

to send back the remaining portion of the cheque value through a money 

exchange; when the cheque is returned, the victim becomes responsible 

for the full value of the cheque.  

6. A fake cheque trick: a cheque is often delivered to the victim as part of 

a trick; the victim is required to deposit the cheque and use its value to 

pay for job expenses or buy something online, but the victim remains 

responsible for the cheque's full value after returning it. 
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7. Grandparents' trick: the victim is contacted by the fraudster claiming to 

be a grandson in distress, medical expert, law enforcement officer, or 

lawyer, and then describes the case to the victim as an emergency, 

sponsorship, or travel expenses, and asks him/her to send a quick 

money transfer. 

8. Immigration trick: The victim is contacted by the fraudster, who claims 

that he / she is an immigration officer, claiming that there is a problem 

with the victim's immigration record and requesting the victim to make 

an immediate payment to settle the problem with the threat of 

imprisonment/ deportation in the event that the transfer is not promptly 

transferred. 

9. Online purchase trick: the victim sends money to buy a commodity 

online via fake websites, and after sending the transfer, the victim does 

not receive the ordered goods. 

10. Tax trick: the victim is contacted by the fraudster who claims that 

he/she is a tax authority or government agency employee, claiming that 

he/she owes the tax authority and must pay it immediately to avoid 

imprisonment / deportation / suspension of driving license. 

11. Lottery/Prizes: the victim is informed that he/she won a lottery or horse 

race, and is asked to send a money transfer to cover the fees and taxes 

on the prize. 

12. Relationships trick: the victim is led to believe that she/ he is in a 

personal relationship with someone she/he met online, on social media, 

or on dating sites. The victim is often emotionally exploited into 

believing that she/he is sending money to her/his fiancé or fiancée to 

cover travel or medical expenses. 

13. Real estate for rent trick: the victim sends money to rent a fake property, 

or the property owner may be the victim himself by sending the 

fraudster a cheque with a value that exceeds the value of the rent and 

asking the victim to return the difference. 

Sixth: key principles 

1. The Arab Islamic Bank has adopted the following to reduce the risk of 

fraud/embezzlement/ counterfeiting: 

1.1. Adequate and effective financial and administrative control systems. 
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1.2. Establishing an internal audit department with clear and specific powers to 

ensure that the financial system works effectively. 

1.3. Appointing independent internal auditors to provide advice, to review 

special reports and to develop procedures to be followed by competent 

staff in cases of suspected manipulation / fraud/ embezzlement/ 

counterfeiting. 

1.4. Establishing an action plan showing the procedures to be followed for 

cases of suspicion and/or detection of manipulation/ fraud/ embezzlement/ 

counterfeiting. 

1.5. Spreading appropriate awareness regarding manipulation/ fraud/ 

embezzlement/ counterfeiting so that all staff comply and operate 

thereupon. 

1.6. Conducting a periodic audit of supervisory and working procedures to 

assess mechanisms for reducing the risk of manipulation/ fraud/ 

embezzlement/ counterfeiting to cover all Bank functions and operations. 

This audit addresses the risks arising from both internal and external 

manipulation/ fraud/ embezzlement/ counterfeiting. Furthermore, it 

determines the level and nature of the Bank’s exposure to the risk of 

manipulation/ fraud/ embezzlement/ counterfeiting. 

1.7. All new products and services must be evaluated, as well as all policy and 

action guides related to those products and services must be provided with 

feedback and risk assessments. This will be done to see if the risks of 

manipulation/ fraud/ embezzlement/ counterfeiting have been reduced so 

that they can identify and assess the risks of manipulation/ fraud/ 

embezzlement/ counterfeiting. In addition, indicate the measures taken and 

actions that are still needed to reduce and mitigate these risks. 

2. Internal Control System:  

Internal control procedures (such as control procedures resulting from risk 

management, comprehensive internal audit, budget controls, segregation of 

functions, internal controls and instructions, and personnel controls) are designed 

to reduce and mitigate or prevent manipulation/ fraud/ embezzlement/ 

counterfeiting and their expected effects. They include the immediate detection 

of manipulation/ fraud/ embezzlement/ counterfeiting. 
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Manipulation/ fraud/ embezzlement/ counterfeiting can be detected, reduced, or 

prevented if the control procedures are strong and consistently applied in an 

effective, successful, and transparent manner. There is still a need for routine 

controls to be put in place by the Department. 

3. Staff/ Training:  

The appointment of an appropriate staff in the Arab Islamic Bank and the 

adoption of the best control and work procedures and full compliance with them 

is the first line of defense concerning protecting the institution from manipulation 

/ fraud / embezzlement / counterfeiting. Furthermore, the employees’ awareness 

of the policy of manipulation / fraud / embezzlement / counterfeiting and the 

applicable procedures are the primary means of effective operating systems. 

4. Reporting and Verification 

The existence of appropriate and ongoing reporting and verification procedures 

is crucial in the process of detecting cases of manipulation / fraud/ embezzlement/ 

counterfeiting. The Arab Islamic Bank has developed an action plan for reporting 

and verifying all cases of suspected manipulation /fraud/ embezzlement/ 

counterfeiting, for example, reporting to supervisory authorities. 

It is important that verification processes be handled in full confidentiality, but 

the administration shall disclose them to staff at an appropriate time to learn 

lessons from all cases of manipulation/ fraud/ embezzlement/ counterfeiting. 

Seventh: Responsibilities:  

1. Preparation Responsibility: 

Anti-Money Laundering and Counter-Terrorism Financing Department  is 

responsible for the preparation of the fraud and counterfeiting prevention policy 

and the mechanisms for its operation, as well as it is  responsible for submitting 

it to the  General Manager  in order to be adopted by the relevant Council 

Committee. 

2. Training responsibility: 

The Human Resources and Training Department is in charge of cooperating with 

the Anti-Fraud, Money Laundering and Counter – Terrorism Financing 

Department to conclude special workshops and courses to train the Arab Islamic 
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Bank staff on mechanisms for detecting cases of manipulation/ fraud/ 

counterfeiting /embezzlement. 

3. Updating Responsibility: 

The Anti-Fraud, Money Laundering, and Counter-Terrorism Financing 

Department is in charge of keeping the policies and mechanisms related to 

preventing fraud, counterfeiting, manipulation, and embezzlement updated. 

4. Reporting to official entities responsibility: 

The Anti-Fraud, Money Laundering and Counter-Terrorism Financing 

Department shall report cases of fraud to the Financial Monitoring Unit, while 

the Risk Management Department reports to the Monetary Authority and other 

relevant entities. 

Eight: Reporting systems for suspicious cases 

Whenever a case of fraud, counterfeiting, embezzlement, and/or manipulation is 

committed by an employee of a functioning bank unit, the following procedures 

shall be taken: 

1. The General Manager or his representative, in his absence, shall be 

notified by telephone of the incident. 

2. A confidential note shall be delivered from the first officer of the unit to 

the General Manager by hand mail, and a copy of it shall be delivered to 

the Directors of Risk Management and the Internal Audit Departments. 

3. If the case finder is an employee of a branch and/or department and the 

actor is the chief officer of the branch and/or department, the case finder 

employee must directly inform both the director of risk management and 

the internal audit department, who must in turn collectively and directly 

inform the General Manager. Then evaluate the case and confidentially 

transfer it to the General Manager, as well as taking the steps outlined 

below. 

4. The General Manager shall refer the case to the fact-finding committee 

in the bank and authorizes it to take the necessary procedures to 

accomplish its mission as it might be, with the need to inform the Anti-

Fraud, Money Laundering and Counter – Terrorism Financing 

Department. 

5. In coordination with senior management, the general manager shall 

inform the insurance company of the incident "if it is covered by 
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insurance coverage" in order to preserve the bank's insurance claim 

rights.  

6. This shall be done within a maximum of one month from the date of the 

incident's actual verification. 

7. In coordination with senior management, the general manager shall 

inform the relevant security authorities of "the discovered case". 

8. The fact-finding committee must go through the necessary procedures to 

determine responsibilities and who will investigate the facts. 

9. The committee shall carry out the necessary analysis with regard to the 

situation and attach documents and supporting documents. 

10. The Committee shall file the necessary proposals and recommendations 

and inform the Risk Management Unit of a duly operational event. 

11. The Risk Management Unit, after having formally reported the case, shall 

formally inform the Palestinian Monetary Authority, after coordination 

with the General Manager, of a detailed report showing the findings of 

the case, together with the findings, recommendations, and actions taken. 

12. The Committee shall deliver the final report to the General Manager. 

13. The General Manager shall deliver the recommendations and actions 

taken to the competent departments in order to carry out the necessary 

measures in accordance with their respective competences, whether to 

follow up on the requirements of the insurance company and/or the 

investigation/prosecution, etc. 

14. The General Manager shall report to the Board of Directors on the 

situation, proposals, recommendations, and actions taken to remedy the 

situation and the resulting gaps, if any. 

Ninth: Raising Banking Awareness 

1. The banking awareness of manipulation, fraud, and counterfeiting operations is 

divided into two parts (bank employees / bank clients). 

Banking Awareness of  the Bank Employees: 

1.1. The Training and Money-Laundering Departments will conduct the 

following awareness-raising workshops for all branch staff and 

departments: 

1.2. The Department of Regulation and Labor Procedures shall spread the 

policy of preventing/ reducing manipulation/ counterfeiting / 

embezzlement to all bank staff and obtain written confirmation thereof. 
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1.3. The Risk Management Department will provide a comprehensive 

explanation of all key control procedures and how they control the relevant 

risks. 

1.4. The Risk Management Unit shall provide an explanation of the fraud, 

counterfeiting, and manipulation cases that have occurred, as well as any 

relevant control procedures that have been developed to reduce the 

occurrence of such cases in the future in order to capitalize on the lessons 

learned. 

1.5. The Internal Audit department shall provide a comprehensive explanation 

of errors that may be repeated and key observations that reduce the control 

environment of the branch/unit. 

2. Banking Awareness of  The Bank Clients 

3.9. By publishing educational brochures or a guide on the methods to be 

followed in carrying out any financial activity, particularly electronic 

operations such as Internet banking, ATM cards, and etc., through one of 

the following means: 

 Via branch electronic screens. 

 Via the bank's website. 

 Using brochures provided in the branches. 

 Publishing the policies and procedures of the Board of Directors in 

the application of risk reduction policies in the Bank's annual report. 

Tenth: Controls and rules to reduce and prevent fraud, counterfeiting and 

manipulation 

1. Develop clear and explicit controls and determinants of the use of 

electronic banking services. 

2. Develop strong, effective, and modern control procedures to serve as the 

main line of defense against any manipulation/ fraud/ embezzlement/ 

3. Adopt the principle of bilateral control in the execution of any banking 

operation. 

4. Do not over-trust others, but rather hedge in business. 

5. Establish a professional competent committee to detect cases of 

counterfeiting, fraud, and manipulation. 

6. Issue account opening procedures based on the bilateral control standard. 

7. Issue regulations for electronic banking services. 

8. Issue a manual in regard of anti-money-laundering and fraud. 
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9. Examine the technical complaints of Internet banking services. 

10. Update client data periodically. 

11. Rising awareness regarding fraud, counterfeiting, and manipulation by 

holding training courses for bank staff at various levels. 

12. Apply the rules for dealing with bank accounts "Know Your Client" 

(KYC). 

13. Assuring that SMS service is applied to all of the bank's clients. 

14. Verify the integrity of the received bank cheques using modern technical 

methods. 

15. Preserve the identification documents, as well as any personal documents 

and information relating to the clients, and do not provide copies to any 

party unless the client grants written consent or upon a court order. 

16. Verify the validity and accuracy of the addresses of bank websites and 

banking and financial agencies prior to any banking operation. 

17. Protecting computers and banking systems using antivirus and anti-

hacking software and ensure to develop and update this software 

permanently. 

18. Change the passwords of any systems and programs approved by the Bank 

on a periodic basis. 

19. Verify the client's identity when performing any financial movement on 

client's accounts, such as cash withdrawal, internal and external transfers, 

etc.). 

20. Verify the signature of the client, the authorized signatory, or the attorney.  

21. Adopt mechanisms and procedures in regard of cash shipment to and from 

the branch, whereby the dates of shipment and authorized persons shall 

be determined in strict confidentiality and with the highest standards of 

protection and safety. 

22. Issue instructions and forms to accept the implementation of instructions 

to client accounts by using fax and any other approved communication 

means. 

23. Verify the signatures on the payroll transfer obligation letter and ensure 

that the signatory is authorized.  

24. Determine the system implementation authority so that there are limits for 

each employee according to the administrative level. 

25. Bilateral control and audit of daily business through the daily Portfolio. 

26. Verify Swift authenticity, letter encryption, the bank's name, and the 

beneficiary for remittances, credits, and bills for collection, etc. 

27. Deliver the credit documents and bills for collection to the branch, which, 

in turn, will inform the client, sign the documents for receipt, and verify 

the authenticity of the documents. 
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28.  Perform bilateral matching of the financial position and branches on a 

daily basis. 

29. Separate the staff functions from the competent committees' functions to 

achieve the principle of professional transparency and institutional 

governance to reduce the chances of manipulation/ fraud/ embezzlement/ 

counterfeiting. 

30. Provide standardized forms for the banking operations at the bank to 

ensure that clients do not commit manipulation/ fraud/ embezzlement/ 

counterfeiting. 

31. Keeping documents, bank cheques, daily portfolios, reports, and financial 

statements in fireproof coffers and under constant monitoring. 

32. Prior to the grants, visit the client to assess the circumstances, financial 

position, and client compatibility with the financial documents submitted 

by him/her, as well as to verify the authenticity and accuracy of the 

personal data provided by the client. 

33. Enhance the facsimiles received by telephone calls prior to the execution 

of the client's instructions and install this enhancement on the same 

request. 

34. Verify the client's documents at the time of account opening. 

35. Transfer the results of a fraud or counterfeiting event to a third party by 

concluding agreements with external entities such as (insurance 

companies) or including them within the contracts signed with them. 

36. Use the latest technologies, such as using modern cash counting machines 

to detect currency counterfeiting. 

Eleventh: Submission of the action plan for approval:  

The action plan and work mechanisms should be reviewed and submitted to 

the relevant board committee in order to determine their efficacy, achievement 

of objectives, and development in line with the bank's development. 

Furthermore, until an emergency incident occurs, it should be approved by the 

relevant board's committee and revised as soon as possible to address gaps. 
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